Track Schedules - Day 1 - Tues Oct 4, 2011
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The New Frontier for Zeus
and SpyEye

Ryan Sherstobitoff
Red Team Tales — Pwning
People for Ultimate Access

Steve Stasiukonis

Hiding From Big Brother
Using Distributed
Steganography

Orlando Barrera Il

Command-line forensics
using Backtrack

Rich Savacool

Covert Access: Rootkit
Techniques and Defense

Gerry Brunelle

Registration
Breakfast

** Welcome and Keynote **

Ralph Durkee
Marcus J. Ranum

*** Sponsor Visitation Break ***

Top Hats and Nyan Cats:
A LulzSec Case Study

Greg Hartman

Covert Access: Designing and
Building Rootkits

Gerry Brunelle

Ten Things You are Doing to
Enable Hackers

Using Web Application Firewalls (WAFs)
to Accelerate SDLCs

Reg Harnish Rob Rachwald

Lunch & Sponsor Visitation

Web Security Education --
the OWASP Exams & Academies
Projects

Ed Adams

Where is the payoff?

Eduardo Neves

The IN’s, AND’s, OUT’s and
BUT’s of the world’s first ISO
27001 certification

I'll see your cross site scripting and raise
you a Content Security Policy

, Lou Leone
James Finn

*** Sponsor Visitation Break ***

Making Sense of (in)Security Android Malware Analysis

David Kennedy Jason Ross

Happy Hour

Beginners Introduction to
Ethical Hacking and
Penetration Testing

Dennis Allen - CERT

Network Exploitation for
Penetration Testers

Rob Fuller & JPBourget

Network Exploitation for
Penetration Testers (cont.)

Rob Fuller & JPBourget



Track Schedules - Day 2 - Wed Oct 5, 2011

Start End Infrastructure Topics Business Topics Ethical Hacking
Time Time & Speakers & Speakers & Speakers

8:00 AM 8:30 AM Registration
8:00 AM 8:30 AM Breakfast

** Welcome and Keynote **
8:30 AM 9:20 AM Ralph Durkee

Dan Cornell

Anatomy Of A Database Attack Mythbusting Network Security Performance N ETens BB (B FOnEEn IESErS

9:30AM  10:20 AM _ , (cont.)
Richard Tsai Peter Doggart Rob Fuller & JP Bourget
10:20 AM 10:40 AM *** Sponsor Visitation Break ***
Don’t Bring A Knife To A Gun Fight: Advanced Malware — Designed Especially Network Exploitation for Penetration
10:40 AM 11:30 AM A Guide to Hacker Intelligence for You Testers (cont.)
Noa Bar Yosef Alex Lanstein Rob Fuller & JP Bourget

VLAN Hopping and Secure Networks Implementing an Incident Response

11:40 AM  12:30 PM o Process With Teeth Break
Kevin Wilkins Del Russ
12:30 PM 1:30 PM Lunch & Sponsor Visitation
. . .- Beginners Introduction to Ethical Hacking
1:30 PM 220 PM Android Platform Security Cyber-Vigilantes and Penetration Testing
Mark Manning Noa Bar Yosef Dennis Allen - CERT
2:20 PM 2:40 PM *** Sponsor Visitation Break ***

Beginners Introduction to Ethical Hacking

Visualizing APT: Analyzing the Zeus attack o
Why Software is Still Insecure and Penetration Testing (Conclusion)

2:40 PM 3:30 PM against government and military
Russ McRee Ed Adams Dennis Allen - CERT

3:40 PM 4:30 PM Awards and Attendee Reception
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