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Zero 
Trust

Identity is the new security 
perimeter

Identity is the ❤ of Zero 
Trust

Active Directory is the ❤ of 
Identity 



1. Keeping legacy environments 

secure

2. Enabling digital transformation

3. Is the ❤ of Zero Trust

Identity has become fundamental

On-prem users, 
endpoints, servers 

and apps 

New identity 
perimeter

Remote 
employees

Remote 
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Cloud apps Hybrid cloud

Mobile 
devices

Personal 
devices

Vendors 
and contractor

s
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The Complexities of Hybrid Identity
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Microsoft Azure Active Directory

If Active Directory isn’t secure, nothing is
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… attacks like ransomware are the second 
stage, predicated by an identity 

compromise.

Microsoft 



Attackers are targeting Active Directory 
and the identity infrastructure with 

phenomenal success.

Gartner 



Results of an attack on Active Directory
Active Directory can’t be trusted
• Malware on Domain Controller restores
• Backdoor accounts after eviction
• Owning one Domain Controller owns the entire 

directory





1. Minimal impact (can recover AD quickly)
2. Some impact
3. Significant impact
4. Catastrophic impact
5. 🤷

To what extent would your company be impacted 
if an attack took out Active Directory?



1
Improving 
Active 
Directory 
Security

Implement strong 
identity processes



2
Improving 
Active 
Directory 
Security

Implement Active 
Directory Forest 
Trust Security
• Ensure SID filtering is active across all trusts between 

forests
• Consider using selective authentication
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Improving 
Active 
Directory 
Security

Secure Kerberos
• Reset the KRBTGT account password 

annually
• Remove SPNs assigned to administrators
• Eliminate unconstrained delegation
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Improving 
Active 
Directory 
Security

Deter Lateral 
Movement
• Implement LAPS on all servers and 

clients
• Limit Local Administrator group 

membership



5
Improving 
Active 
Directory 
Security

Secure privileged 
users and groups
• Limit privileged service accounts
• Monitor for permission changes on AdminSDHolder 

object



6
Improving 
Active 
Directory 
Security

Harden privileged 
access



6
Improving 
Active 
Directory 
Security

Tier 0

Domain Admins PAW Domain Controllers

Tier 1

Server Admins Servers

Tier 2

Workstation Admins Workstations



7
Improving 
Active 
Directory 
Security

Secure Tier 0 
dependencies 



7
Improving 
Active 
Directory 
Security

Domain Controllers

Tier 
0

PAW
AD FS

AD CS

PAM Solutions

DC Backups

Entra ID Connect



8
Improving 
Active 
Directory 
Security

Harden domain 
controllers
• Remove unnecessary roles and 

agents
• Consider using server core
• Apply hardening policies
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Improving 
Active 
Directory 
Security

Monitor for unusual 
activity
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Improving 
Active 
Directory 
Security

Analyze Eradicate, 
Recover,
Report, 

Remediate

Respons
e
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n

Preventio
n

Identity 
Threat 

Playbook
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UBA IOCTTP

Identity Threat

ITDR 
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IGA

MFA AM

Gartner ITDR 
Model



Improving 
Active 
Directory 
Security

Backup Active 
Directory… and 
ensure you can 
recover10



1. During an actual production recovery
2. Every 1-2 years
3. Every 6-12 months
4. DR plan created but never tested
5. No Active Directory DR plan exists
6. 🤷

How frequently is your Active Directory DR 
process tested?



1
Active 
Directory DR 
Backup and 
Recovery

Backup every 
domain, especially 
the root



2
Active 
Directory DR 
Backup and 
Recovery

Backup two or more 
DCs per domain



3
Active 
Directory DR 
Backup and 
Recovery

Test your backups 
regularly



4
Active 
Directory DR 
Backup and 
Recovery

Use supported 
backup methods



5
Active 
Directory DR 
Backup and 
Recovery

Ensure backups are 
malware free



6
Active 
Directory DR 
Backup and 
Recovery

Keep offline or air 
gaped copies



1. Know your AD topology
2. Know your DNS topology
3. Minimize OS versioning differences
4. Know the Microsoft AD Forest Recovery 

Guide

Preparing for Active Directory Recovery



semperis.com

Perform an AD Security Assessment
Purple Knight is a free 
AD, Entra ID, and Okta 
security assessment 
tool



semperis.com

Understand your AD Attack Paths
Forest Druid is a free 
AD, Entra ID, and Okta 
security assessment 
tool



Questions
?
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