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Satellite History



Sputnik 1 – Oct 4, 1957



Echo 1 – Aug 12, 1960



Telstar 1 – July 10, 1962



Skylab – May 14, 1973



Voyager 1 – Sept 1977
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Types of Satellite Orbits



Hubble Telescope – April 24, 1990



Hubble Support Systems



NASA Space Network



TDRS



Satellite Security Today
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•Communications 
Earth to Satellite 

Satellite to Satellite 

Satellite to Earth 

•Terrestrial Information 
Beacons (GPS, time signals)  

Observations (Weather, crops, disasters, spying) 

• Space Exploration 

Primary Satellite Uses



Vulnerabilities
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Unintentional Threats to Satellites



Kessler Syndrome
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Intentional Threats to Satellites
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Types of Satellite Hacks

• Jamming

− Flooding a communications channel to block information transfer (DDoS) 

• Eavesdropping 

− Intercepting a communication channel 

• Hijack 

− Replacing content (not taking over the satellite itself) 

• Control 

− Taking over the TT&C ground station, bus, or payload 

• Contamination

− PCspooF – disable TTE (time sensitive messaging)
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Control Takeover Hacks

• February 1999, SkyNet, UK. Hackers controlled one of four British 
military satellites, moving its position and demanding ransom 

 

• 2000, US Abrams and British Challenger tank trials in Greece 
meaconed by French intelligence agencies – GPS takeover 
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Analyzed Satellite Identified Vulnerabilities

Satellite Orbit Form Launch OBC TCs Strongest Attack Path

ESTCube-1 665km 1U CubeSat 2013 ARM Cortex-M3 Unprotected External Attack → Seize Control

OPS-SAT 515km 3U CubeSat 2019 AVR32 AT32UC3 Unprotected External Attack → Seize Control

Flying Laptop 600km 60x70x90 cm 2017 Leon3 SPARC V8 Encrypted Semi-Privileged Insider −→ TC 
Alteration



Countermeasures
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Threat-specific Detection and Response
• Anti-jamming 

− Spread-spectrum 

• Hardening 

− EMP and radiation shielding 

− GPS Authentication 

• Embedded security processor 

− Encryption 

− Digital signing 

− Identity management – authentication and authorization 

• Detection and blocking 
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Systemic Detection and Response

• Deploy security orchestration 

− Real-time anomaly detection and response

• Apply ISO 7498-2

− Authentication

− Authorization 

− Encryption

− Data Integrity

− Non-repudiation 

• Expand monitoring and logging

• Exploit secure chip architectures 
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Hybrid Satellite Network Cybersecurity Framework
Identify
       Asset Management Category
       Business Environment
       Governance 
       Risk Assessment 
       Risk Management  
       Supply Chain Risk Management 

Protect 
       Identity Management, Authentication, and Access Control
       Awareness and Training  
       Data Security  
       Information Protection Processes and Procedures  
       Maintenance 
       Protective Technology  

Detect 
       Anomalies and Events  
       Security Continuous Monitoring  
       Detection Processes 

Respond 
       Response Planning  
       Communications  
       Analysis  
       Mitigation 
       Improvements 

Recover  
       Recovery Planning
       Improvements
       Communications    
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Black Hat Las Vegas

USAF Hack-a-Sat



Costs plummeting per Moore’s law 

− Both satellite costs and hacker RF attack kit 

Attack surfaces widening 

5G fringe coverage will require satellites

Industrial IoT firmware updates via satellites 

Private sector regulation required 

Next Steps
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“Attack Vectors in Orbit: The Need for IoT and Satellite Security in the Age of 5G,” 

https://blog.trendmicro.com/trendlabs-security-intelligence/attack-vectors-in-orbit-need-for-satellite-security-in-5g-iot/   

GPS Flaw: Security Expert Says He Won’t Fly April 6, Paul Wagensell, Tom’s Guide, https://www.tomsguide.com/us/gps-mini-y2k-rsa2019,news-29583.html  
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Satellite Hijack ‘Impossible’, BBC News, Sci/Tech, Mar 2, 1999 http://news.bbc.co.uk/2/hi/science/nature/288965.stm   
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PCSPOOF: Compromising the Safety of Time-Triggered Ethernet, Loveless, A. et al. IEEE Symposium on Security and Privacy, 2023.   

https://web.eecs.umich.edu/~barisk/public/pcspoof.pdf  talk at https://www.youtube.com/watch?v=UtKJLrUzRQ0  
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Houston, We Have a Problem, Johannes Willbold, Black Hat Las Vegas, Aug 10 2023.. 
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