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I	guide	an	outstanding	group	of	cybersecurity	
professionals	at	the	Software	Engineering	
Institute	that	create	cutting	edge	training	
programs	for	the	federal	government	and	DoD.	



Lightning	Safety	(video)	



Why	show	this	video?	

•  Invoke	feeling	or	emotion	
–  In	this	case,	humor	

•  Clear	teaching	points	
–  Still	need	learning	objectives	

•  Short	
–  2	minutes	

•  Dynamic	
–  Interweaving	interview	and	animations	

•  Background	audio	
–  Even	background	music	can	stimulate	senses	and	
maintain	engagement	



What	did	we	learn?	

•  Don’t	stand	next	to	metal,	poles,	or	trees	
•  Don’t	run	into	an	open	field	
•  Don’t	stand	with	feet	apart	
•  Do	get	in	the	car	
•  Can	strike	from	10	miles	away	



Evolving	Cybersecurity	Landscape		

Source: Information is Beautiful - World’s Biggest Data Breaches 
http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks 



What	kind	of	cybersecurity	training?	
Key	(training)	takeaways	from	the	2018	Verizon	Data	Breach	Investigations	Report	(VBDIR)	

53,000	recorded	incidents	and	2,216	confirmed	data	breaches	

Use	of	stolen	credentials	is	the	top	action	variant	in	breaches	
•  43,000	accesses	via	stolen	credentials	

Email	is	the	most	common	attack	vector	at	96%	
•  49%	of	non-POS	malware	was	installed	via	malicious	email	
•  Phishing	and	“pretexting”	represent	98%	of	social	incidents	and	93%	of	breaches	
•  4%	of	people	will	fall	victim	of	a	phishing	campaign	
•  In	a	phishing	campaign,	1st	click	average	is	16	minutes,	1st	notification	average	is	28	

minutes	

System	admin	is	the	top	internal	threat	actor	

68%	of	breaches	took	months	or	longer	to	discover	

37%	of	malware	hashes	appear	only	once	

Ransomware	represented	56%	of	malware	related	incidents	

•  Awareness	(real	threats,	you	ARE	a	target)	

•  Need	multifactor	authentication		
•  Need	better	password	practices	

•  Need	to	protect	email	
•  Need	Phishing	training	
•  Implement	proactive	benign	campaigns	

(catch	and	release)	

•  Insider	Threat	Training	

•  Incident	Detection	and	Handling	Training	

•  63%	blocked	by	anti	malware?	
•  Implement	&	verify	DR	solutions	



Popular	Learning	Models	

Image	Source:	https://publicsector.wa.gov.au/workforce/leadership/leading-regions/blended-learning	

Image	Source:	https://en.wikipedia.org/wiki/File:Cone_of_learning_export_11x17.png	



Instructor	Led	Training	(ILT)	
Similar	Tools/Terms	
•  Classroom	Training	
•  Traditional	Training	
	
Use	Cases	
•  “Sage	on	the	stage”	
•  Team	building	
•  Certification	Preparation	
•  Often	combined	with	hands-on	

Advantages/Disadvantages	
•  Can	“tweak”	per	delivery	but	generally	long	

development	cycles	
•  20-80	hours	of	dev.	per	1	hr	of	delivery	
•  Course	availability	challenges	
•  Travel	and	other	expenses	
•  70:20:10	
	



Computer	Based	Training	(CBT)	
Similar	Tools/Terms	
•  Web	Based	Training	(WBT)	
•  eLearning	
Use	Cases	
•  “Guy	on	the	side”	(e.g.	YouTube)	
•  Awareness/Knowledge	building	
•  Limited	Skill	development	
•  Certification	preparation	
Advantages/Disadvantages	
•  Self-paced	
•  Numerous	distribution	methods	
•  Automated	completion	tracking	
•  Varied	cost	models	

•  50-300	hours	of	dev.	per	1	hr	of	delivery	

•  Consistent	delivery	
•  70:20:10	

https://iase.disa.mil/eta/Pages/index.aspx	



Game	Based	Learning	(GBL)	
Similar	Tools/Terms	

•  NOT	just	“gamification”	

Use	Cases	

•  Any	

Advantages/Disadvantages	

•  Fun,	Different,	and	Engaging	

•  Consistent	but	Dynamic	

•  Self-paced	

•  Costly	to	develop	
•  300+ hours of dev. per 1 hr of delivery*	

•  	70:20:10	

http://my.nps.edu/web/c3o/cyberciege	

http://targetedattacks.trendmicro.com/	

https://www.cybermission.tech/	

https://iatraining.disa.mil/eta/disa_cac2018/launchPage.htm	

*	http://www.chapmanalliance.com/howlong/	



Training	Exercises	
Similar	Tools/Terms	

•  Simulations	

•  Dress	Rehearsal	

Use	Cases	

•  Advanced	Skill	Development	

•  Experience	Building	

•  Readiness	Assessment	

•  Tabletop	Exercises	

Advantages/Disadvantages	

•  Training	or	Assessment?	

•  Can	be	expensive	to	setup	

•  Difficult	to	coordinate	participants	

•  Superior	evaluation	of	Procedures,		
and	Command	&	Control	

•  	70:20:10	

	

	

	



On	the	Job	Training	(OJT)	
Similar	Tools/Terms	

•  Learn	by	doing	

•  Job	Instruction	Training	(JIT)	

Use	Cases	

•  Onboarding	

•  Apprenticeship/Internship	

•  Job	Rotation	

•  Mentoring	

Advantages/Disadvantages	

•  Requires	active	supervision	

•  Dependent	on	knowledge,	skills,	and	expertise	of	SME	

•  Inconsistent	training	environment	

•  What	is	your	mistake	tolerance?	

•  	70:20:10	



Every	Day	Learning	(EDL)	
Similar	Tools/Terms	

•  Active	Training	

Use	Cases	

•  Penetration	Testing	&	Red	Teaming	

•  Benign	Spear	Phishing	campaigns	

•  OPSEC	Posters	

Advantages/Disadvantages	

•  Defining	success	metrics	can	be	difficult	

•  Apply	a	consistent	standard	

•  Provide	timely	after	action	reviews,		
lessons	learned,	remedial	training,		
and/or	rewards	

•  	70:20:10	

	

	

	

Image	Source:	http://navylive.dodlive.mil/2017/10/12/navy-cybersecurity-anatomy-of-a-cyber-intrusion	





https://niccs.us-cert.gov/nice-cybersecurity-workforce-framework-work-roles	

‘Sample’	NICE	Roles	

Category	(7)	 Specialty	Are	(33)	 Work	Role	(52)	

Securely	Provision	

	Risk	Management	 	Authorizing	Official	

	Security	Control	Assessor	

	Systems	Architecture	 	Enterprise	Architect	
	Security	Architect	

Operate	and	Maintain	

	Database	Administration	 	Database	Administrator	
	Data	Analyst	

	Network	Services	 	Network	Operations	Specialist	

	Systems	Administration	 	System	Administrator	

Oversee	and	Govern	
	Executive	Cyber	Leadership	 	Executive	Cyber	Leadership	

	Acquisition	and	Program/			
	Project	Management	

	Program	Manager	
	IT	Project	Manager	



Example	

1)	Define	
Roles	

2)	Define	Levels	

3)	Identify	Measures	of	Success	



Example	Security	Organization	

CISO 

Deputy CISO Information Security 
Executive Council 

Program Mgmt. 

Governance, 
Risk, and 

Compliance 

Personnel & 
External 

Relationships 

Emergency 
Operations & 

Incident Mgmt. 

Security 
Operations 

Center 
Security Engineering & Asset Security 

Program Mgmt. 
Office 

Identity & Access 
Mgmt. 

Applications 
Security 

Security 
Engineering 

Information Asset 
Security 

Physical Access 
Control 

Host & Network 
Security 

Board	of	Directors		

End	Users		

Source: Structuring the CISO Organization  
https://resources.sei.cmu.edu/asset_files/TechnicalNote/2015_004_001_446198.pdf 



Training	by	Target	Group	
Training	is	most	effective	when	it	is	targeted	to	a	particular	group	

(WIIFM)	

Board	of	Directors,		
&	C-Suite		
	

•  Spear	phishing/
whaling	 •  Formal	Education	

•  Internal	Org	&	Ops	
• Risk	Management	
• Crisis	Communications	
•  Industry	Compliance	 • Professional	

Associations	
	
•  Informal	Training	
(e.g.	Podcasts)	

•  Securing	mobile	

• Acceptable	use	
	
•  IA	Awareness	

• Phishing	
Awareness	

•  Social	
Engineering	

	

Senior	Leaders	&	
Managers	
	

•  Leadership	
• Project	mgmt	

	

Administrators/
Developers	

• Auth	&	Access	
• Vuln	&	Patch	mgmt	
• Configuration	mgmt	
• Change	mgmt	
• Tools	&	OS	
• Conferences/Workshops	

End	Users	

•  Industry	certs	
• Best	practices	
•  Insider	threat	



STOPTHINKCONNECT.ORG	



ONGUARDONLINE.GOV	



ISASE.DISA.MIL	



NICCS.US-CERT.GOV	
National	Initiative	for	Cybersecurity	Careers	and	Studies	

https://fedvte.usalearning.gov	



Sample	NICCS	Training		
Catalog	Search	



Stay	Informed	
•  Podcasts	(e.g.	GovInfoSecurity,	SecurityNow)	
•  Webinars	&	Videos	(e.g.	https://www.youtube.com/user/TheSEICMU)	

•  Internal?	

•  Blogs	(e.g.	Krebs,	Schneier,	Tao	Security)	
•  Twitter	(e.g.	Vendors,	@NHISAC,	@CYBER,	@THEHACKERSNEWS)	
•  Memberships	

•  ISSA	
•  OWASP	
•  ISACA	
•  (ISC)²	
•  IEEE	
•  ACM	
•  InfraGard	



•  IT	Free	Training,	http://www.youtube.com/user/itfreetraining		

•  itTaster,	http://www.youtube.com/user/ittaster	

•  Professor	Messer,	https://www.youtube.com/user/professormesser	

•  StormWindLive,	https://www.youtube.com/user/StormWindLive	

•  Eli	the	Computer	Guy,	https://www.youtube.com/user/elithecomputerguy	

•  Microsoft	Support	Videos,	https://www.youtube.com/user/MicrosoftCSSVideo	

•  DansCourses,	http://www.youtube.com/user/danscourses	

•  InfoSec	Institute	Training,	https://www.youtube.com/user/InfoSecInstitute	

•  Software	Engineering	Institute,	https://www.youtube.com/user/TheSEICMU	

•  Hak5	(https://hak5.org),	https://www.youtube.com/user/Hak5Darren			

More	YouTube	Channels	



EY’s	Metro	Email	Service	(video)	



What	did	we	learn?	

•  Key	takeaway	presented	on	the	screen:		
	Don’t	trust	just	anyone	with	client	data.		Use	approved	applications.	

•  Risk	associated	with	sending	work	from	untrusted	home	
machine	to	work	
–  Disabled	Protections	
–  Virus	
–  Lost	privacy	

•  How	email	works?	
–  Kinda	



Contact	Information	

Dennis M. Allen 
Technical Manager, Education & Training 
CERT Cyber Workforce Development 
https://www.linkedin.com/in/dennis-m-allen 
dallen@cert.org 

 
 


