




•

•

•

•

•











Bruce Shneier





•

•

•



•

•



•

•

•



•

•

•



•

•

•





•

•

•

•

•

•





•

•

•

•

•









•

•



•

•









•

•



•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•











•

•

•









•

•

•

•

•

•



•



•

•

•

•

•

•



•



Controls Impacted Areas

Security IT Audit / 
Compliance

HR Physical 
Security

Finance / 
Procurement / 

Legal

Business Office / 
Administration

Access Control X X X X X X

Awareness & Training X X X X

Audit & Accountability X X X X X X

Security Assessment & 
Authorizations

X X X

Configuration 
Management

X X X

Contingency Planning X X X

Identification &
Authentication

X X X

Incident Response X X X X X

Maintenance X X X
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Policies

Set Direction

Standards

What needs to be done

Procedures and Plans

How it is done



Configuration

End User Computing Device Configuration

Network Configuration Baselines

OS Configuration Baselines

Miscellaneous

Asset Inventory

Authorized Disclosure Form

Breach Notification Template(s)

Confidentiality Agreement

Data Security Addendum

Hiring Checklist

Job Descriptions - Security / Privacy Officer(s)

Network Diagram

Non-Disclosure Agreement

Retention Schedule

Security Awareness Training Attestation

Termination Checklist

Vendor Inventory

Plans

Incident Response Plan

ISMS Plan (includes Exceptions)

Security Awareness Training

Security Plan

Procedure

Access Control 

Authorized Disclosure Procedure

Backup and Recovery

Certificate and Key Management 

Change Management

Credit Card Handling 

Data and Information Destruction

Data Classification

Information Transfer Security

Logging and Monitoring

Personnel Security

Physical and Environmental

Risk Assessment

System Development Lifecycle

Vendor Management 

Vulnerability Management 

Policy

Acceptable Use

Data Classification

Information Security 

Standards

Control Areas
Mapped to Multiple                           
Regulations

Exceptions
Corrective Action
Plan(s)
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