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What am | talking about today?



What Is Threat Intelligence?

“Threat intelligence is evidence-based
knowledge, including context, mechanisms,
Indicators, implications and actionable advice,
about an existing or emerging menace or
hazard to assets that can be used to inform
decisions regarding the subject's response to
that menace or hazard.” --Gartner *

* https://www.gartner.com/doc/2487216/definition-threat-intelligence



Definition: Threat Intelligence
= Published: 16 May 2013 ID: 600249251

Analyst(s): Rob McMillan

Summary

Threat intelligence is evidence-based knowledge, including
context, mechanisms, indicators, implications and
actionable advice, about an existing or emerging menace
or hazard to assets that can be used to inform decisions
regarding the subject's response to that menace or
hazard.
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Indicators of Compromise - Mozilla Thunderbird

File Edit View Go Message Tools Help

LA Get Messages ~ # Write CJChat /R Address Book | =

From Greene, Ryan T o © Reply || % Reply All |~ || - Forward | More v

Subject Indicators of Compromise 1/9/19, 9:55 AM
— &

Hello,

Please be advised of the following phishing campaign.
Subject: ACH REMITTANCE

Sender Email:

URL: hxxps:

Thanks,

Ryan Greene | Analyst, IT Security Operations (SOC)
[




Follow

Bad Packets Report

I WARNING |
Incoming scans detected from multiple
hosts looking for exposed Home
Network Administration Protocol (HNAP)
endpoints.

Multiple D-Link DIR series routers suffer
from insecure implementations of HNAP
that allow unauthenticated users to
modify the device's settings.




pen Threat Exchange - Mozilla Firefox

Emotet Indicators - 12/31/2018 - 01/06/2018 - A

c.alienvault.com/pulse/5c34fbab45 7ad 6
x Q LOGIN |SIGN UP ?
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BROWSE w API ENDPOINT SECURITY CREATE PULSE
SUBSCRIBERS (24) [ICELLICIL m

Emotet Indicators - 12/31/2018 - 01/06/2018

[®] Emotet Indicators

LEARN MORE

Endpoint Security n your endp

Indicators of Compromise (122) Rela

Domain (7)
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Suspicious Domains - SANS Internet Storm Center - Mozilla Firefox

mains.html B | w

Handler on Dul

s Suspicious Domains

rd, Domain, Port, IP or Head: w

Email Pas

Sign Up for Free! Forgot Password?

Contact Us Background

Diary There are many suspicious domains on the internet. In an effort to identify them, as well as false positives, we have assembled weighted lists based on

tracking and malware lists from different sources. ISC is collecting and categorizing various lists associated with a certain level of sensitivity. We would like

Podcasts to acknowledge the following data sources:

Jobs

News + Domain Blocklist From Malwaredomains
* Abuse.ch Ransomware Domain Blocklist
« Threatexpert.com Malicious URLs OnDemand
DATA » Virustotal Domains

training
+ Zeus Command And Control Server from Abuse.ch
HTTP Header Activity for 30+ top

TCP/UDP Port Activity
Port Trends
Presentations &

Online

Cybersecurity
+ Malware Domain List.com Training

Tools

o ) 1 : SANS courses.
A suggested use of these lists is as input file for Guy's domain sinkhole project. "
Anytime,
anywhere.

Thank you to handler Jason Lam for developing this project! This page is still experimental and evolving. We will be adding more data sources over
Papers time. If you have any suggestions, please let us know.
SSH Scanning

Activity

SSL CRL Activity
Suspicious Domains
Threat Feeds Activity o =

Threat Feeds Map Lists By Level

Useful InfoSec Links The lists below categorizes domains as a guide to Low, Medium and High Levels.
InfoSec Poll Results ~ For our recommended IP block list, please visit https://isc.sans.edu/block.txt.
Weblogs

Top of page ¥

s The high sensitivity list has fewer false pasitives down to the low sensitivty list with more false positives.
Forums # Lists are based on ranges so they will overlap at each level.
s Approved Whitelist below is excluded from these lists.
Questions?
Feedback? Low Sensitivity Level (opens in new window)
Use our contact
farm or Medium Sensitivity Level (opens in new window)




IBM X-Force Threat Intelligence | IBM - Mozilla Firefox

«= |BM X-Force Threat Inte

< C @

IBM Security  Dis

Security >

IBM X-Force

Deep security research expertise and global threat intelligence for enhanced
security solutions

I'_’,| Try IBM X-Force Exchange now

Publications change

Equip your team with threat intelligence

e able to make fast, informed 3
with peers and make threat in able with the

Watch the webcast
Let's talk



So How Do We Use It?
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MISP Is an open source Threat Intel Platform
Collects, sanitizes, and distributes I0Cs

Supports tagging, TLP, galaxies, taxonomies, and
much more

Robust import and export capabilities
This is an excellent “system of record”



Getting Data Into MISP

Manual entry in web console
Import local MISP JSON or CSV files
Share data with other MISP instances

Import .I0C files, Threatconnect, PDF, etc.
Many third party extensions and add-ons



How Does MISP Structure Data?

* Events

 Attributes

* Tags

 Threat and Analysis Level
 Distribution



Security Onion

Project by Doug Burks (@dougburks)

Prebuilt Dockerized stack of open source NSM tools
Avalilable as an appliance ISO

Can be installed on top of vanilla Ubuntu and RHEL/CentOS
Commercial support and training available

Can be used live or for pcap processing

Requires a network tap or SPAN port for live usage



Suricata

e Security Onion comes with either Snort or Suricata

* These compare network traffic to defined signatures
and raise alerts when a match is found

* By default, free Emerging Threats rules available
* Easily leveraged with threat intelligence
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<> Zeek / Bro

* This generates network connection metadata from
the observed traffic

* Think of it as Netflow++ — all the connection
Information of Netflow with some actual layer 7 data
as well

* The Bro_Intel framework can be used to check
metadata for IOCs




Elastic Stack

Security Onion uses the Elastic Stack for its
main reporting interface

Data Is stored in an Elasticsearch backend
Queries and visualization is done in Kibana
Elastalert is also integrated



@ TheHive

TheHive is an open source SOAR platform
Allows real-time IR collaboration
Dashboards and reporting

Integrates with MISP for threat intel functions
Alerts, Cases, and Case Templates

New observables can export back to MISP



Hunting I0Cs

Alert :
Imported Rules Raised Alert Incident

Into Generated Imported || Response >
MISP For IDS : As Case Process

Suricata :
MISP || MISP API Elastic | £\ astatert || TheHive >
Stack
Bro/Zeek




Demonstration



.\
indicator type indicator
domain www. roadflares. org
Ijlllll-lir'l O
s.org/index. html

5 Zhdedb017693cTocdec3d46beehtde
cCl Hbt.*tr?bl:l._:l_ 2bbbad90df 7 3d4a36f0

1
2
q_
5
6
7

* Please note, this is just an example using my personal domain, not anything actually
malicious.



Events - MISP - Mozilla Firefox

=2 Events - MISP

« c @ rin @@

Admin &

The event created will be visible to the organisations having an account on this platform, but not synchronised to other MISP instances until itis published

List Events
ceen Add Event
Add Event
Import from Date Distribution @
RESTclient 2019-06-02 This community only

List Attributes Threat Level @ Analysis @

Search Affributes Undefined ~ | Initial

sals Event Info
iew Praposals

Events with propo: BSides CLE Demo Event

Extends event
Export

Automation




Events - MISP - Mozilla Firefox

=2 Events - MISP

<« Cc @

Ho Event Actio Balaxie Ut Filte Global Actio Sync Actio ! tratios \udit Admin & Log out

Freetext Import Tool




Events - MISP - Mozilla Firefox

=2 Events - MISP

<« Cc @

Freetext Impart Result

View Event
View Correlation Graph

vent Hist

Edit Event
Delete Event
Add Attribute:

d Object
Add Attachment
Populate from

Enrich Event

Aftribute

Attachment

Publish eventto ZWMQ
Contact Reporter

Download as...

List Events

vent

rin D@

Admin &

Freetext Import Results

Below you can see the atiributes that are to be created. Make sure that the categories and the types are correct, often several options will be offered based on an inconclusive automatic resalution

Warning: You are missing warninglist(s) that are used to recognise TLDs. Make sure your MISP has the waminglist submodule enabled and updated or else this tool might end up missing valid domains/hostnames/urls. The missing lists are: TLDs as known by
IANA

Proposals instead of attributes

Value Similar Category Disable  Distribution Comment

Attributes Correlation

www.roadflares.org Network activity hostname Inherit event
roadflares.org Network activity domain Inherit event
http:/froadflares.orgfindex_html Network activity url Inherit event
1984.gif Payload delivery filename Inherit event
545h2fa0bf5d2bde4b017693c7cdc3d46beebbide Payload delivery sha1 Inherit event
ccDabee7bd2828bbba890df73d4a36f0 Payload delivery md5

Submit attributes.

Inherit event

hostname *| = domain M| Change all
Change all
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Events - MISP

Cc @

Events - MISP - Mozilla Firefox

2019-06-02

2019-06-02

2019-06-02

2019-06-02

2019-06-02

2019-06-02

view all

Category

Network activity

Payload delivery

Payload delivery

Payload delivery

Network activity

Network activity

view all

filename

shat

hostname

domain

@ context Y Filterin,

Value

http:/iroadfiares.org/indes htm

1984 gif

17693cT o

Q

ccOabee7bd2828bbbaBd90d7 3d4a36f0 &

www.roadflares.org &

roadfares.org &

Galaxies Comment Correlate Related Feed hits

Events

) Inherit

Inherit

Inherit

Inherit

Inherit

Inherit

Lel el
(01010

0GR F
(01010

Ll
(01010

Ll
(01010

0GR F
(01010

0GR F
(0/010)

Admin

&

=

Distribution Sightings Activity Actions

*PT 2T

*PT 2T

*PT 2T

*PT 2T




Publish Event

Are you sure this event is complete and e

should be informed?

Yes




Events - MISP

Events - MISP - Mozilla Firefox

Outdated  Filesize Progress

led on this instanc

n this in

publish
ame and IP number:

ents and atributes marked as ID

om the NIl

an be use

ried Attachments

nt attributes. Rules are

Admin &

ble for signature

Actions

Download

Download

Download

Download

Download

Download

Download

Download

Download

Download

Generate

Download

Download

http-method

I

Generate

Generate

Generate

Generate

Generate

Generate

Generate

Generate

Generate

Generate

Generate

Generate

user-agent




Open v M@ mlsp.surllcata.AEI)MIN.rules

MISP export of IDS rules - optimized for

These NIDS rules contain some variables that need to exist in your configuration.
Make sure you have set:

$HOME_NET Your internal network range

$EXTERNAL_NET The network considered as outside

$SMTP_SERVERS All your internal SMTP servers

$HTTP_PORTS The ports used to contain HTTP traffic (not required with suricata export)

R S

alert dns any any -> any any (msg: "MISP el [] Hostname www.roadflares.org"; dns_query;

content: "www.roadflares.org"; nocase; pcre: "/("|["A-Za-z0-9-\.])www\.roadflares\.org$/i";
classtype:trojan-activity; sid:4000011; rev:1; priority:4; reference:url, https://localhost:8443/
events/view/1;)

alert http $HOME_NET any -> $EXTERNAL NET any (msg: "MISP el [] Outgoing HTTP Hostname
www.roadflares.org"; flow:to server,establishe content: "Host|3a| www.roadflares.org";

fast _pattern; nocase; http_header; pcre: "/("|["A-Za-z0-9-\.])www\.roadflares\.org["A-Za-z0-9-\.]/
Hi"; tag:session,600,seconds; classtype:trojan-activity; sid:4000012; rev:1; priority:4;
reference:url,https://localhost:8443/events/view/1;)

alert dns any any -> any any (msg: "MISP el [] Domain roadflares.org"; dns_query;
content:"roadflares.org"; nocase; pcre: "/("|["A-Za-z0-9-])roadflares\.org$/i"; classtype:trojan-
activity; sid:4000021; rev:1; priority:4; reference:url,https://localhost:8443/events/view/1;)
alert http $HOME_NET any -> $EXTERNAL NET any (msg: "MISP el [] Outgoing HTTP Domain
roadflares.org"; flow:to server,established; content: "Host|3a|"; nocase; http header;
content:"roadflares.org"; fast pattern; nocase; http_ header; pcre: "/("|["A-Za-
z0-9-])roadflaresy.org[™A-Za-z8-9-\.]/Hi"; tag:session,600,seconds; classtype:trojan-activity; sid:
4000022; rev:1; priority:4; reference:url,https://localhost:8443/events/view/1;)

alert http $HOME _NET any -> $EXTERMAL NET $HTTP_PORTS (msg: "MISP el [] Outgoing URL http|3al|//
roadflares.org/index.html”; flow:to server,established; content:"roadflares.org"; fast pattern;
nocase; http_header; content:"/index.html"; nocase; http uri; tag:session,600,seconds;
classtype:trojan-activity; sid:4000031; rev:1; priority:4; reference:url, https://localhost:8443/
events/view/1;)

Plain Text + Tab Width: 8 = Ln1, Col 1




Open ~ | @

kfields indicator indicator_type
#fields indicator indicator_type
roadflares.org/index.html
Event.
#fields indicator indicator_type
roadflares.org Intel::DOMAIN ORGNAME
localhost:8443/events/view/1 T
www.roadflares.org Intel::DOMAIN
https://localhost:8443/events/view/1
#fields indicator indicator_type
#fields indicator indicator_type
1984.gif Intel::FILE_NAME
https://localhost:8443/events/view/1
#fields indicator indicator_type

545b2fa@bf5d2bde4b®17693c7cdc3d46beebbde
https://localhost:8443/events/view/1

ORGNAME BSides CLE Demo Event.
ccBabee7bd2828bbbagoedf73d4a36fe
BSides CLE Demo Event.
#fields indicator
#Tields indicator

indicator_type
indicator_type

Intel::URL
https://localhost:8443/events/view/1

https://localhost:8443/events/view/1

misp.bro.ADMIN.intel
Downloa

meta
meta

.source meta.desc meta.url meta.do _notice

.source meta.desc meta.url meta.do _notice
ORGNAME MISP (5cf40dc2-2404-45f4-aB888-0404cPaB8Ba32) -
T -

.source meta.desc meta.url

(5cf40dc2-2404-45T4-a888-0404c0a80a32) -

meta

MISP

ORGNAME MISP (5cf40dc2-2404-45f4-a888-0404cba8ba32) -

T -

meta.source meta.desc meta.url meta.do _notice

meta.source meta.desc meta.url meta.do _notice

ORGNAME MISP (5cf40dc2-2404-45f4-a888-0404cPaBba32) - ORGNAME

T -

meta.source meta.desc
Intel::FILE_HASH

meta.do _notice
ORGNAME BSides

ORGNAME

meta.url meta.do _notice
ORGNAME MISP (5cf40dc2-2404-45
T -

ORGNAME MISP (5cf40dc2-2404-45f4-a888-
T -
meta.desc meta.url
meta.desc meta.url

Intel::FILE_HASH

meta.source
meta.source

meta.do _notice
meta.do_notice

Plain Text =

Tab Width: 8 =

meta.if in
meta.if in
ORGNAME BSides CLE Demo

meta.if in
CLE Demo Event. https://
BSides CLE Demo Event.
meta.if in

meta.if in

BSides CLE Demo Event.

meta.if in
f4-aB888-0404c0a8a32) -
0404c0aBBa32) - ORGNAME

meta.if in
met f_in

Ln1, Col 1




MISP Summary - Kibana - Mozilla Firefox

+

192.168.10.10/3

/ MISP Summary Full screen  Share Clone Edit Documentation C'Autorefresh € ©last1hour 3

‘ kibana 5 Options G Refresh
@ Discover Add a filter #

(17 visualize MISP Alerts - Suricata C Pie (
ﬁ Dashboard °
alert.keyword: Descending source_ip: Descending Count
Timelion MISP e1 [] Qutgoing HTTP Domain roadflares.org 192.168.10.66 9 °
MISP e1 [] Outgoing HTTP Hostname www.roadflares.org 192.168.10.66 9
Qj DevTook
MISP e1 [] Domain roadflares.org 192.168.10.66 2
{2} Managemen MISP e1 [] Hostname www.roadflares.org 192.168.10.66 2
° Squert
'_] Logout
file_description.keyword: Descending matched.keyword: Descending Count
http:.//www.roadflares.org/images/1984.gif Intel::FILE_HASH 2

& Collapse



Indicator - Kibana - Mozilla Firefox

F. MISP Summary - Kibana X | K Indicator - Kibana +
<« (G ] £, https://192.168.10.10/app/kibanat/dashboard/6e
] ] Indicator Fullscreen  Share Clone Edit Documentation CAuto-refresh € @ Last24hours ¥
kibana
‘ >_ "192.16810.66" ) =1 Update
@) Discover alert keyword: *MISP 1 [] Qutgoing HTTP Hostname www.roadflaresorg® A ter + »
[4F  visuaiize . aaa
I
- @timestamp Q M % June 3rd 2619, 26:56:10.194
G Timelion
@version am#* 1
¢ DevTools 1d am=*
index @ @ [ % inspektor:logstash-ids-2019.06.04
8% Management
score aal=*x
0 et type @aD* doc
alert Q [ % MISP el [] Outgoing HTTP Hostname www.roadflares.org
Logout
classifiation Q @ % A Network Trojan was detected
destination ip Qad*x
destination ips Q[ % 208.113.210.118

destination port aa *

event type @a m% snort

gid am#* 1

host @ q [ % gateway

interface @ Q [0 % inspektor-enol

1ps @ a D% EXEENUNE. 208.113.216.118
logstash time Qam»* 08.62

message @ [0 % [1:4880812:1] MISP el [] Outgeing HTTP Hostname www. roadflares.org [Classification: A Network Trojan was detected] [Priority: 4]: <inspektor-enol> {TCP} [EPJSTEIBGNEE:54330 -> 208.113.210,118:80
port QMm% 42382

priority am* 4

protocol Q@a@D#* TP

rev am* 1

sid Q M % 4600812

source_ip am*

source_ips aa*

source port aalx*x

syslog-facility @ @@k localé

€ Collapse syslog-host @ @ D% inspektor



capME! - Mozilla Firefox

¥ MISP Summary - Kibana X | K Indicator - Kibana

@

[ D https://192.168.10.10/capme/el 3 \2 ¥y In @O @

192.168.10.66:54330 208.113.210.118:80-6-375222450.pcap

Log entry:
[1:4000012:1] MISP el [] Outgoing HTTP Hostname www.roadflares.org [Classification: A Network Trojan was detected] [Priority: 4]: <inspektor-eno
1> {TCP} 192.168.10.66:54330 -> 208.113.210.118:80

1DS rule:
alert hitp $HOME_NET any -> $EXTERNAL_NET any {msg: "MISP el [] Outgoing HTTP Hostname www.roadflares.org"; flow:to_serverestablished; conte
nt: "Host|3a| www.roadflares.org"; fast_pattern; nocase; http_header; pere: "f{*|[~A-Za-20-9-\.])www\.roadflares\.org[ ~A-Za-20-9-\.J/Hi"; tag:sessi
on,600,seconds; classtype:trojan-activity; sid:4000012; rev:1; priority:4; reference:url,https://localhost:8443 events/view/1;)

Sensor Name: inspektor-enol
Timestamp: 2019-06-04 00:50:10
Connection 1D: CLI
Src IP: 192.168.10.66
Dst IP; 208.113.210.118
Src Port: 54330
Dst Port: B0
0S Fingerprint: 192.168.10.66:54330 - UNKNOWN [S20:64:1:60:M1460,5,T,N,W7:.:2:2] (up: 940 hrs)
OS Fingerprint: -> 208.113.210.118:80 (link: ethernet/modem)
SRC: GET /images/rf_bannerpng HTTR/1.1
SRC: Host: www.roadflares.org
SRC: User-Agent: Mozilla/5.0 (X11; Fedora; Linux x86_64; rv:64.0) Gecko/20100101 Firefox/64.0
SRC: Accept: */*
SRC: Accept-Language: en-US,en;q=0.5

: Accept-Encoding: gzip, deflate

: Referer: http://www.roadflares.org/

Connection: keep-alive

HTTF/1.1 200 O
Date: Tue, 04 Jun 2019 00:50:08 GMT
Server: Apache
t-Modified: Fri, 15 Aug 2008 22:13:26 GMT
6b-454868€3
cept-R: s: bytes
ntent-Length: 3947
Keep-Alive: timeout
Connes Keep-Alive

Content-Type: im:

PNG

IHDR......H.oooSRGBL .. BKGD. ... Coo pHYS U ETMELL
Fi....tEXtComment.Created with GIMPW. IDATX...{CU. 2K . M

9x%MP.1.3 S.HstB.....<..382 F=fyL.R4...w..f..e.. <. W, [} 74DD.8).170..HS.EQ "9..wg. N[ PXo.t.mN.

Lb




@ TheHive

0) Alerts @) | Ll Dashboards | Q, Search

List of alerts (2 of 8)

B v quickFilters -

1filter(s) applied: Status: New,Updated x Clear filters

Reference Type Status Title

fbf23s external [ Bro Intel Match
Ry o oo Secutyonion

T673b6 m MISP Event — MISP el [ Domain roadflares.org

LY elastalert, suricata, SecurityOnion

| £
192.168.10.58:9000/index. html

TheHive - Mozilla Firefox

Source

rin D@

N - - - ©

Lol Stats QFilters 1 ¥| perpage

Severity Attributes  Date

Version:3.2.1-




TheHive - Templates administration - Mozilla Firefox

@ TheHive - Templates adn X | +

D 0@ =0 # 192.168.10.58:9000/index.htm plates ¥y In @ @

B) Waitingt: o) Alerts (4 b s | Q Search _# Admin ~ oadmm

Case template management

+ New template

&L Import template

Case basic information Tasks (5)

Template name % Bro Intel - Suspicious File Match = ~ [default] Submit file hash to VirusTotal

Current templates This name _ )
~ [default] Delete file

| Bro Intel - Suspicious File Match

Title prefix [Bro Intel]
=~ [default] Check for file execution
This is used to prefix the case name
= + [default] Check for transmission to other hosts
Severity

= ~ [default] Determine whether host needs reimaging

Metrics (0)
default case TLP

Add a metric
efault case PAP

- [ o ]

villb efault case tag:

Custom fields (0)

Description % A suspicious file was detected by Bro. Add a custom field

Delete case template  [ECNITELET] % Export case template + Save case template




TheHive - Mozilla Firefox

@ TheHive +

<« Cc @

rnal

LY clastalert, Bro, SecurityOnion

Z","uid":"CTamRf4UagUnKwZZ5c","id.orig_h":"192.168.10.66","id.orig_p":54416,"id.resp_h":"208.113.210.118""id.res 0,'seen.indicator":"545b2fa0bfsd2bde4b017 Tcdc3dasbeebBde’) seen.indicator_type™:"Intel
ILE_HASH"];" g "ORGNAME MISE f40dc2-2404-45f4- 14040 ) - ORGNAME"],"fuid":"FELeW5aT 4\ Vfile_mime_typ image/gif","file_de: ]

All2) YR

Type
10[166

210011

Cancel Mark as e new updates Importalertas Yes, Import




TheHive - Case #1: [Bro Intel] Bro Intel Match - Mozilla Firefox

@ TheHive - Case #1: [Bro X

<« ¢ @ w0 % 192.168.10.58:9000/index.htm C tails rin @ @

0) Waitingt 5) Alerts @@ | LwL D

Case # 1 - [Bro Intel] Bro Intel Match g n in new win = Hide

+ Added by admin @afewseconds

& [Bro Intel] Bro Intel Match

A Created by admin & Mon, Jun 3rd, 2019 21:19 -04:00 ose M Flag A Merge X Remove | £#Responders v
¥ g l

W Details = Tasks @ A Observables @) " ? el
descriptio ":"2019-06-04T00:59:08.161563Z""
mRf4lUagUn !

id.resp_p":80,"seen.i

ndicator":"545b2fa0bf5d2bdeab017693c7cdc3d46beeb6d
e""seen.indicator_type":"Intel:FILE_H

Summary

Title [Bro Intel] Bro Intel Match 41 - [Brolntel] Bro ntel Match
1- [Brolntel] Brolntel Match

Severity

e

PAP
Assignee admin

Date Mon, Jun 3rd, 2019 20:59 -04:00

Tags elastalert, Bro, SecurityOnion m

Additional information Metrics

No additional information have been specified No metrics have been set

Description

{"ts":"2019-06-04T00:59:08.161563Z","uid":"CTamRf4UagUnKwZ Z5¢""id.orig_h":"192.168.10.66""id.orig_p":54416,"id.resp_h":"208.113.210.118""id.resp_p":80,"seen.indicator":"545b2fa0bf5d2bde4b017693¢
matched":["Intel:FILE_HASH"]"sources"["ORGNAME MISP (5cf40dc2-2404-45f4-a888-0404c0a80a32) - ORGNAME"],"fuid ":"FELeW5aT4Wvqgomgl" "file_mime_type":"image/gif""file_desc":"http

TheHive Project 2016-2018, AGPL-V3 Version:3.2.1-1 ({3




TheHive - Mozilla Firefox

@ TheHive

<« Cc @

00/index.htm

0 # 192.168.10.58:9

Waiting t Alerts (@) | Ll D

Case # 1 - [Bro Intel] Bro Intel Match

A Created by admin & Mon, Jun 3rd, 2019 21:19 -04:00

A Observables o

= Tasks e

& Details

Group Assignee

default Not assigned

default Not assigned

default Mot assigned

default Not assigned

default Not assigned

TheHive Project 2016-2018, AGPL-V3

o Merge % Remove | 3 Re

rin D@

= Hide

+ added by admin @afew seconds

¥ [Bro Intel] Bro Intel Match

192.168.10.66"
d.resp_p":80,"seen.i
545h2faobfsd2bde4b017693cTcdc3d46beebbde’
seen.indicator_type":"Intel:FILE_H

ndicator":

@ #1- [Brolntel] BroIntel Match
Actions

Version:3.2.1




TheHive - Mozilla Firefox

@ TheHive

&« ¢ @ -0 £ 192.168.10.58:9000/index.htm ( =rvables L in @@ =

Waiting t. 5 Alerts @

Case # 1 - [Bro Intel] Bro Intel Match n in new win = Hide

+ added by admin @3 minute
¥ [Bro Intel] Bro Intel Match

A Created by admin & Mon, Jun 3rd, 2019 21:19 -04:00 Close A Merge % Remove | #¥Re

® Details = Tasks @ A Observables @)

192.168.10.66"

ion - =+ Add observable(s) Lt Stats QFilters ¥ per page " X "208.113.210. d.resp_p":80,"seen.i

ndicator":"545b2fa0bfsd2bde4b017693cTcdc3d46beebbae”
seen.indicator_type":"Intel:FILE_H

@ #1- [Brolntel] BroIntel Match

Observable List (2 of 2)

Value/Filename & Date Added ~ Actions

208[]113[]210[]118 16/03/19 21:19 -]

~ EEXI
& N

192[]168[.]10[66

- ExE
& N
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How Can | Play With This?

e TheHive VM:

* MISP VM:

e MISP / TheHive / Cortex VM:;

e Security Onion is freely downloadable:


https://github.com/TheHive-Project/TheHiveDocs/blob/master/training-material.md
https://www.circl.lu/services/misp-training-materials/
https://www.circl.lu/misp-training-images/
https://securityonion.net/

Questions?



For More Information

. @InfosecGoon
F Infosecgoon@roadflares.org

® https://github.com/InfosecGoon/stinger/
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