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1955

* The Soviet Union and 7 east European countries sigh Warsaw Pact
* The Montgomery bus boycott set off the civil rights movement
* Velcro was invented

e The TV remote was invented
* The first home microwave oven was sold

* The first McDonald’s opened
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1978

* The largest ever march for women’s rights

* The US and China normalized diplomatic relations
* National Lampoon’s “Animal House”

* Penzias and Wilson win Nobel Prize for “Big Bang”
e “Don’t drink the Kool-Aid” (Jonestown massacre)
* First designer jeans

* Homebrewing beer became legal




1990

e Launch of the Hubble Space Telescope
* Reunification of Germany

* Nelson Mandela released from prison
* Browser / World Wide Web invented

* Irag invades Kuwait / Operation Desert Shield

Credit: ESA/Hubble
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Takeaway

Cybersecurity standards
enable automation
saving
time, people, and money



6-Oct-2024 Washington Post

“I can’t remember when the cyber-people said ‘We’ve got nothing
to report today'...Cyber-threats occupy about half of my time”.

Christopher Wray
Ehe Washington Post Director, FBI

Opinion | Calamity in a keystroke: How the FBI
copes with mounting threats

Christopher A. Wray: Cyberthreats are ‘diverse and constantly evolving.’







Cybercrime Expected
To Skyrocket

Estimated annual cost of cybercrime worldwide
(in trillion U.S. dollars)
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As of Sep. 2023. Data shown is using current exchange rates.
Source: Statista Market Insights
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THE WHITE HOUSE

BRIEFING ROOM

Executive Order on
Improving the Nation’s
Cybersecurity

MAY 12, 2021 - PRESIDENTIAL ACTIONS

\_1 https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybers



THE WHITE HOUSE

"In the end,
the trust we place in our digital infrastructure
should be proportional
to how trustworthy and transparent that infrastructure is,
and to the consequences we will incur
if that trust is misplaced."







The Power of the Federal Purse
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Loss Exceedance
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$100K to implement,
5% chance didn’t need to
spend

$400M loss reduced from
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Loss Exceedance
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Factor analysis of information risk
(FAIR)

Loss Event Loss
Frequency Magnitude
P - Second
Threat Event - rimary econdary
[ Frequency J [ Vulnerability ] [ Loss J 5 Risk J




Time Talent Treasure




Demonstrated/Observed Gains So Far

A
capacit Kicked out attackers

= 2 orders of magnitude faster
r:OO-400x volu Hours instead of Weeks

to-mitigation ¢

| l I°IW1I ;i‘;};'nd inrei rcstation
Reduced ops timeline on fully
automated flows by over 99%

ion of OpenC2 initial specification

ity of both Government- and
cially-source threat sources

Integrated Adaptive Cyber Defense 24
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Russian Federation

United States of America

Islamic Republic of Iran W




HOW STANDARDS PROUFERATE:
(6 A/C CHARGERS, CHARACTER ENCODINGS, INSTANT MESSAGING, ETC)
M7 RiDICULOLS!
WE NEED To DEVELOR

|| onE UNVERSAL STANDRRD ,
SITUATION: | | AT covERs EveRYones | | OTUATION:
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SECURITY +* INFORMATION +* MANAGEMENT

Talent

* 25% - 30% efficiency increase for SOC Analysts by using standard
command & control just from using vendor-agnostic playbooks

o & 113k saving/yr




<p PhantomCyber

Talent

* A customerreported automated handling of phishing improved fifty fold

* 98% savings in processing phishing emails - $1.06M/yr




CISA.GOV/SBON






Inf8security Magazine
NEWS 12 SEP 2024

Open Source Updates Have 75% Chance of Breaking

Apps

* 95% of open source version upgrades contain at least one
breaking change

* 75% of patches contain at least one breaking change
* 24% of security patches require a major version update

* 69% of security advisories are published AFTER the security
release with a median delay of 25 days

https://www.infosecurity-magazine.com/news/open-source-updates-75-breaking/



https://www.infosecurity-magazine.com/news/open-source-updates-75-breaking/

RICHARD A. CLARK , 9/11, & ACCOUNTABILITY

“
............... Via | webex vy ci1sco

Rappahannock Céu;\ty. VA \\

AIRLINES, BANKS, H ALS, 911 SERVICES HIT BY GLOBAL TECH OUTAGE
Richard Clarke | Former White House Counterterrorism Coordinator

SMERCONISH

“...that’s a larger policy issue, which is, if we’re going to rely on these companies, shouldn’t they have
to have some standards that they live up to? Or, be liable. They’re not liable. You can’t sue them.
They make sure of that. So, if you are a critical software that the world depends on, you need to
have some regulation of your quality.”

https://www.cnn.com/videos/tech/2024/07/20/smr-clarke-on-summmer-2024-blackout.cnn



U Medcrypt

e Case Study

e Automation reduces assessment time by at least 90%

* 99% of automated assessments agreed with human assessments

* 83% increased assessment accuracy in one sub-system

* Potential three orders of magnitude labor cost reduction saving $6,000,000

Time




Securing the Software Supply Chain

\

Army

4 DEPARTMENT OF THE ARMY
CPRICH OF THa ABMS T ANT SECRETARY OF Tol ASMY
AR IO | O 1 AND TEC hewn O0'Y
1) ARMY PENT AGON
ARG TOM, OC 29160100

SAAL-ZE

MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT Assistant Secretary of the Army (Acguasition, Logistos and Technology )
Software BS of Materials Pokcy

1 References See enclosure

2 Purpose The purpose of this memorandum s 10 smplement Army policy for the use
of a Software Bl of Materials (SBOM) 1o enhance software supply cham rish
management practices and eflectively mitigate softwire supply chain risks

) Background. lssued on May 12, 2021, Presdential Exscutive Order 14028
(Improving the Nation's Cybersecurity) strengthens United States cybersecurty by
focusing on modernizing ledetal government cybersecurty and Improving the security of
the softwisre supply chain The Office of Management and Budget (OME ) memorandum
M-22:18 (Enhancing the Secwity of the Software Supply Chain through Secure
Software Developrment Practices) 14 September 2022 requeed Federsl agences o

comply wiih (he Nabons! institute of Standards and Technology (NIST) Secure Software
Development Framewark, SP B00-218 and the NIST Software Supply Chan Securty
Guidance OMEB memorandum M-23-16 reinforces the reguremants estabiished in M
22:10 and provides supplomenal gudance on the scopo of M-22.18's requirements
Ay Dwectve 2023.16 (Supply Chain Risk Management 1ot Weapon Systems ) states
the onginel eguipment manulacturers imploment Supply Chain Risk Managornont
(SCRM) dunng development and production the Government has a shared
responsbidty 10 manage that rak Software s & subaet of SCRM riak ana SCRM & 1o be
conducted on systems throughout thesr Ifecycle Army Drective 2024-02 (Enabling
Modern Software Development and Acquastion Practices ) emphasizes the Amy s
rohance on software and the importance of understanding the reks systorms can
ntroducm 10 & network and how 10 mitgate those eks 1o the greatest extent possitie

4 Applcatxiity Thes polcy apphes 1o current and hure programs planning o or
currently, axscuting on the Software Acquesihon Pathway . Urgent Capabiity Acquistion
Mddie Tier of Acqumsition, Major Capatity Acqumsition, and Defense Business Systems
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New Contract Actions

Incorporate contract language requiring vendors to generate and
deliver SBOMs for covered computer software and COTS where
commercially available

SBOM License Rights

In solicitations, identify and negotiate for the associated SBOM
datarights

Collect and Store

Collect SBOMs for covered software and for COTS where
commercially available

Securely store and manage SBOMs

Use and monitor SBOMs for vulnerability, incident, and supply
chain risk management



Shift Left AND Shift Right

et ] Shift Left — create SBOMSs

* Developers in procurement, in choosing open-source libraries, during build

————

| Shift-right >

* Shift Right - manage SBOMs

» After production, PSIRTS, customer vulnerability management




@Beats

* One ICS customer saw a 76% efficiency improvement and saved
500 hours per open source project

* One customer reduced their vulnerability review timeframe from
one day to under one hour

Time




S00S

* One customer stated a 10% increase in developer efficiency since
automating SBOM management

* Several other customers reported developer efficiency increased ~30%

* Some customers reported 50% cost reduction in tooling
* Reducing appsec tools from 5-7 down to 1-2



Anonymous

* Just as Log4Shell happened, | was moving positions from one org-unit to a different one. Both did the same
kind of SW development (mid-sized; ~40 product/projects).

* Orgl—had SBOMS - It took us all of 7 MINUTES to figure out which products to contact and have fixes online
within the day.

* Org 2 - did not have SBOM:s. It took a taskforce of ~5 People more than a week of communications with all of
the products to figure out

Time Talent




ORACLE

* 80% reduction in time for PSIRT to Identify Vulnerable Component

* One of world’s largest software suppliers reported value of SBOM when
Logd4j hit:

* full-response to thousands of customers
 on thousands of products
* within 2 hours
 because they had SBOMs
* vs most companies took weeks, and some took months, because they did not have SBOMs




Lifels On | Schneider

ﬁElectric

* 80% reduction in staff hours for PSIRT Vulnerability Management

Time Talent Treasure
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Factor analysis of information risk
(FAIR)

Loss Event Loss
Frequency Magnitude
Threat Event - Primary
[ Frequency J[ Vulnerability J [ Loss

Secondary
Risk




2  Duty of Care Risk
_ Analysis (DoCRA)

-
i,

What are the questions a judge would ask?
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2020-Jan-27 CyberCommand Columbia, MD Denver Airport
2021-Jun-22 Borderless Cyber  Virtual Comply-to-Connect

2021- Oct-28 Tech Transfer Days New York, NY SBOM Comply-to-Connect
2022-May-22 AT&T Washington, DC SBOM creation
2023-Jun-13 USC /SBOMarama Los Angeles, CA SBOM handling

2024-Apr-11,12 Peraton Reston, VA Olympic Destroyer



Jan 29-30 2025  AT&T Washington, DC Action!
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The WhitchyWashy Ransomware Value Proposition




The WhitchyWashy Ransomware Use Case

Day 1 - Murphy’s Law LLF
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Plugfest
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Kestrel

https://github.com/opencybersecurityalliance/kestrel-lang

threat hypothesis A variant A.2

G

E=C Q ®
@ 0 @ 0 @ threat hypothesis A
@ O @ 0 © ©

N (1) @)@
()@ ©

threat hypothesis B

@ Kestrel variable @ Kestrel display object @ Kestrel hunt step




The WhitchyWashy Ransomware Use Case

Day 2 - On Deck Holdings

cacao
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The WhitchyWashy Ransomware Use Case

Day 1 - Murphy’s Law LLP, Day 2 |- On Deck Holdings

Day 3 - Triumvirate CleanUp Inc




The WhitchyWashy Ransomware Use Case

Day 1 - Murphy’s Law LLP, Day 2 |- On Deck Holdings, Day 3 |- Triumvirate CleanUp Inc
Day 4 — NSAANSA
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Day 5 - Law Enforcement
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Day 6 - MilOps
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Olympic Destroyer




Olympic Destroyer
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Cybersecurity standards
enable automation
saving
time, people, and money







THE WHITE HOUSE

"In the end,
the trust we place in our digital infrastructure
should be proportional
to how trustworthy and transparent that infrastructure is,
and to the consequences we will incur
if that trust is misplaced."
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GIVE ME A SIGN

I kind of
understand




There is never enough time.

Thank you for yours.






