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• Everyone* wants an AI solution
• Not everyone* needs an AI solution
• Barely anyone knows what’s going on

*usually product people



• Like it or not, we’re in a bubble
• Either make an AI product or get left behind
• In the meantime, chaos
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• Cutting edge products
• Risky use cases
• Disaster waiting to happen
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• The wild west of AppSec
• Limited formal training options
• Trial & error development
• Riddled with problems

• Hallucinations, downstream injection, etc.
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https://genai.owasp.org/llm-top-10/

Prompt Injection1

Sensitive Information Disclosure2

Supply Chain3

Data and Model Poisoning4

Improper Output Handling5

Excessive Agency6

System Prompt Leakage7

Vector and Embedding Weaknesses8

Misinformation9

Unbounded Consumption10
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• Direct prompt injection
• User input directly alters model behavior

• Indirect prompt injection
• External input indirectly alters model behavior

• Prevention & Mitigation:
• Constrain model behavior
• Input/output filtering

11https://embracethered.com/blog/posts/2023/ai-injections-direct-and-indirect-prompt-injection-basics/

https://embracethered.com/blog/images/2023/ai-injection-poc.png



• System prompt & training data leakage
• Sensitive data exposure (PII, API keys, etc.)

• Filesystem pilfering
• Prevention & Mitigation:

• Input/output sanitization
• Strict access controls & redaction
• Audit trails 
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• Training data & model manipulation
• Backdoors, biases, and misinformation
• Prevention & Mitigation:

• Sandboxing to limit model exposure
• Checksums & signatures to model files
• Monitoring, audit logs, etc.

13https://www.geeksforgeeks.org/machine-learning/what-is-data-poisoning/



• Malicious content generation
• Client-side script injection
• Sensitive info disclosure
• Prevention & Mitigation:

• Zero trust approach
• Strict sanitization & validation
• Parameterized queries
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• Excessive functionality, permissions, & autonomy
• Over-provisioned connections (extensions)
• Operating beyond scope → unintended actions
• Prevention & Mitigation:

• Constrain model behavior & capabilities
• Monitoring, audit logs, etc.
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• Hallucination & off-topic usage
• Business and reputation impact
• Prevention & Mitigation:

• Retrieval-Augmented Generation (RAG)
• Constrain model behavior
• LLM response auditor/grader
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• Service availability impacts
• Cost impact: excessive calls → skyrocketing bills
• Prevention & Mitigation:

• Rate limiting and throttling
• Usage quotas per user/session
• Monitoring and alerting
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• Authentication and Authorization
• Input/Output Validation
• Downstream Injection
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• Unintentional privilege escalation
• Broken access controls

• Insecure Direct Object References (IDOR)
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• Cross-Site Scripting (XSS)
• Payload delivery
• Malicious content generation
• Sensitive data disclosure
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• Remote Code Execution (RCE)
• Server-Side Request Forgery (SSRF)
• SQL Injection (SQLi)
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• UI element generator
• Riddled with issues
• Backlogged after assessment

Description
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1. Missing API Authentication
2. Direct Prompt Injection
3. Remote Code Execution via  

Prompt Input

What Could Go Wrong?
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• Database query assistant
• Generate SQL queries based off 

database metadata
• Connect multiple databases 

(MySQL, Oracle, etc.)
• Four critical-level findings

Description
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1. Arbitrary MySQL Database Access
2. Arbitrary Oracle Database Access
3. Missing Authentication
4. Unsigned JWT

What Could Go Wrong?
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• AI-powered Jira project planner
• Generate & publish Jira epics, 

features, tasks, etc.
• Refine & resubmit issues

Description
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1. Missing Authentication (Gen)
2. Jira Service-Level Account
3. Insecure Project Data Storage
4. Direct Prompt Injection
5. Off-Topic LLM Usage
6. Lack of Rate-Limiting Controls

What Could Go Wrong?
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• Zero trust approach
• Constrain model behavior
• Prompt hardening
• Input/output validation
• Regular pentesting
• Rate limiting
• Monitoring & audit trails
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• LLM “grader” that assesses another LLM’s response
• Given context, generation, and format instructions
• Provides a binary score (yes/no)

• Added layer to catch hallucinations/off-topic usage
• Consider cost vs. benefit trade-off

• Can be optimized with specialized grader models
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• Honestly, we don’t know
• Landscape constantly changes
• Know thy enemy
• Remain vigilant
• Learn from mistakes
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• Current AI Landscape
• AI from an Application Security Perspective

• Common Risks (OWASP Top 10 for LLMs)
• Web Application Risks Complicated by AI
• Real Examples from F500 Clients & Demo
• Defensive Strategies
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1. AI isn’t always the answer
2. Treat ALL data as untrusted
3. Security is a continuous lifecycle, not a checkbox
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• OWASP LLM Top 10 - Practical testing & design guidance
• MITRE ATLAS – Adversarial AI knowledge base: tactics, techniques, etc.
• NIST Risk Management Framework (RMF) – GRC framework for AI lifecycle
• Lakera AI Security Playbooks – PDF guide for understandings AI risks
• Lakera Gandalf – Gamified prompt injection challenges
• HackTheBox Academy – AI security modules
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https://owasp.org/www-project-top-10-for-large-language-model-applications/
https://owasp.org/www-project-top-10-for-large-language-model-applications/
https://atlas.mitre.org/matrices/ATLAS
https://atlas.mitre.org/matrices/ATLAS
https://www.nist.gov/itl/ai-risk-management-framework
https://www.nist.gov/itl/ai-risk-management-framework
https://www.lakera.ai/ai-security-guides/llm-security-playbook
https://www.lakera.ai/ai-security-guides/llm-security-playbook
https://gandalf.lakera.ai/baseline
https://gandalf.lakera.ai/baseline
https://academy.hackthebox.com/
https://academy.hackthebox.com/
https://academy.hackthebox.com/
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