
Drag, Drop, 
Defend: 
Making Security Scripts 
Accessible to Everyone



Intro
• 20+ year career in IT and Security

• Experience in a wide array of industry sectors

• Have run SOCs for Fortune 500s

• Focus on blue team (best team)

• SOC

• Detection Engineering

• Threat Hunting

• Tool Development

• Incident Response
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Agenda

W H Y  F O C U S  O N  S C R I P T I N G ?

C H A L L E N G E S

S O L U T I O N ( S )

L E T ' S  G O  O N  A N  A D V E N T U R E

W R A P - U P

Q U E S T I O N S ?
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Why Scripting?
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State of Sec Ops - Perspectives

Security Operations

• Alert volumes

• Response times

• Talent shortages

• Disparate systems

Executives

• Reputation

• Profits
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State of Sec Ops - So what do we do?

Options

• Better tuning

• Scripting

• Automated enrichment

• Increase capacity

Goals?

• Reduce workload

• Work faster
• Simplify workflows

• Increase staff

• Simplify tool knowledge
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Challenges
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Scripting challenges
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Languages OS Storage Dependencies Context 
switching



Scripting Solution

• Centralized investigation platform

• Integrates with automation platforms

• Lesson learning curve

• Standardize runtime platform
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AI



Where/How AI fits in your SOC (you need to know this)

• Natural Language Querying

• Accelerate Triage and Investigation

• Automation of repetitive tasks

• Faster Response

• Knowledge management

• Trainer, coach, first pass engineer

Myths

- Replace my Tier 1 SOC

- Find bleeding edge attacks
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Let’s talk AI for a quick minute
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Let’s go on an 
adventure



Choose your own adventure

Several options for implementing AI

Balance between:

• Cost

• Implementation Time

• Effectiveness

So many AI’s which is the right one?

Quest

Analyst has created a cool 
new script that checks the 
Graph API for a CAP that 
enables Device Code Flow.

Can AI make use of it?
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Script
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Option 1



Microsoft Security Copilot



Modified Script
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Example

• Perform Health Check of CS 
Configuration

• List CrowdStrike incidents

• Unblock/block IOCs

• Add/Release Host Isolation

• Gather incident details

• Retrieve host information

• Hide/Unhide a host

• Move host between host groups

• Perform/Cancel/Report from On 
Demand Scans

• Suppress/Unsuppress detections

• Retrieve host Zero Trust Score



Demo



Option 2



Microsoft Security Copilot ++



Option 3



Azure AI Foundry



AI Foundry
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Option 4



Build Your Own!

• Custom Web App

• Integrated Agents using FastAPI

• Highly customizable

• Purpose built for your organization



Demo
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Interface based off of: GitHub - Shailender-Youtube

https://github.com/Shailender-Youtube/Azure-AI-Agent-Teams
https://github.com/Shailender-Youtube/Azure-AI-Agent-Teams
https://github.com/Shailender-Youtube/Azure-AI-Agent-Teams
https://github.com/Shailender-Youtube/Azure-AI-Agent-Teams
https://github.com/Shailender-Youtube/Azure-AI-Agent-Teams


Why are we doing this?

• Unify your investigation platform, without going 
single vendor

• Simplify your workflows 

• Let your analysts focus on analysis

• Enable your AI for future expansion

• Time to value of your tools increases



Enable Your Analysts

• Allow your team to 
quickly deploy 
integrations using 
your AI

• Take the backend 
programming 
headaches out of the 
equation and let your 
analyst/engineers 
think more about the 
solution then how to 
develop it



What you tell your boss…

• Maintain or increase quality of investigations 
(fewer business impacts, greater profitability)

• Reduce incident resolution time 
(reduce business impacts, greater profitability)

• More work same people
(maintain op costs, greater profitability)

• Analyst spin up time reduced

• …….



Wrap  Up
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Wrap Up

• AI is going to play an important role in SecOps future

• SIEM/Data Lake needs to be part of a data centric SOC architecture with AI as a 
component

• Need to balance cost, maintenance and easy of use

• Go beyond prompts… 
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Moving to a Data Centric SOC Architecture
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Questions?



Thank you

G R E G  S T A C H U R A

G R E G O R Y . S T A C H U R A @ S R A . I O

H T T P S : / / G I T H U B . C O M / T H E O W L E R Y / R S S 2 0 2 5

mailto:Gregory.Stachura@sra.io
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