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Who Am I And What Am I Talking About?Who Am I And What Am I Talking About?



  

What Is Cyber Threat Intelligence?What Is Cyber Threat Intelligence?

”Threat intelligence refers to the collection, processing, and ”Threat intelligence refers to the collection, processing, and 
analysis of data to understand a threat actor’s motives, targets, analysis of data to understand a threat actor’s motives, targets, 
and attack methods. It transforms raw data into actionable and attack methods. It transforms raw data into actionable 
insights, enabling security teams to make informed, data-insights, enabling security teams to make informed, data-
driven decisions. This shifts organizations from a reactive to a driven decisions. This shifts organizations from a reactive to a 
proactive stance in defending against cyber threats.”proactive stance in defending against cyber threats.”

Crowdstrike*Crowdstrike*

source: https://www.crowdstrike.com/en-us/cybersecurity-101/threat-intelligence/



  

What Is Cyber Threat Intelligence?What Is Cyber Threat Intelligence?

”Threat intelligence is evidence-based knowledge, including ”Threat intelligence is evidence-based knowledge, including 
context, mechanisms, indicators, implications and actionable context, mechanisms, indicators, implications and actionable 
advice, about an existing or emerging menace or hazard to advice, about an existing or emerging menace or hazard to 
assets that can be used to inform decisions regarding the assets that can be used to inform decisions regarding the 
subject's response to that menace or hazard.”subject's response to that menace or hazard.”

Gartner*Gartner*

source: https://www.gartner.com/en/documents/2487216



  

Where Do We Get Threat Intelligence?Where Do We Get Threat Intelligence?



  

Vendor Threat IntelligenceVendor Threat Intelligence



  

MITRE ATT&CKMITRE ATT&CK



  

ISACsISACs



  

Community Threat ExchangesCommunity Threat Exchanges



  

Roll Your OwnRoll Your Own

source: PEAK Threat Hunting Framework



  

The Pyramid Of PainThe Pyramid Of Pain



  

How Do We Leverage Threat Intelligence?How Do We Leverage Threat Intelligence?



  

Security OnionSecurity Onion

”Security Onion is a free and open platform built by defenders ”Security Onion is a free and open platform built by defenders 
for defenders. It includes network visibility, host visibility, for defenders. It includes network visibility, host visibility, 
intrusion detection honeypots, log management, and case intrusion detection honeypots, log management, and case 
management. Security Onion has been downloaded over 2 management. Security Onion has been downloaded over 2 
million times and is being used by security teams around the million times and is being used by security teams around the 
world to monitor and defend their enterprises.”world to monitor and defend their enterprises.”

source: https://docs.securityonion.net/en/2.4/about.html
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Security OnionSecurity Onion

network visibilitynetwork visibility

Suricata IDS engineSuricata IDS engine

Zeek metadata generation and loggingZeek metadata generation and logging

file carvingfile carving

host visibilityhost visibility

endpoint logs and telemetry from Windows, OS X, and Linuxendpoint logs and telemetry from Windows, OS X, and Linux

log managementlog management

network and cloud service logsnetwork and cloud service logs



  

Detection LanguagesDetection Languages

● Zeek IntelZeek Intel
● SuricataSuricata
● YARAYARA
● SigmaSigma



  

The Detection Engineering WorkflowThe Detection Engineering Workflow
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Workflow ExampleWorkflow Example



  

Threat Intelligence ExampleThreat Intelligence Example

A recent threat hunt identified data being exfiltrated from a workstation by a A recent threat hunt identified data being exfiltrated from a workstation by a 
malicious process named wombat.exe. This executable had an original filename of malicious process named wombat.exe. This executable had an original filename of 
dnsExfiltrator.exe and was apparently sourced from Github. It was written to disk by dnsExfiltrator.exe and was apparently sourced from Github. It was written to disk by 
another executable called AVUpdate.exe, which was downloaded from a counterfeit another executable called AVUpdate.exe, which was downloaded from a counterfeit 
web site that the user was sent to by a phishing email.web site that the user was sent to by a phishing email.

Wombat.exe was exfiltrating files using encoded DNS subdomains in very long TXT Wombat.exe was exfiltrating files using encoded DNS subdomains in very long TXT 
queries, all for the domain threescoops.online. queries, all for the domain threescoops.online. 

We have the email address that sent the phishing email, the hash values for We have the email address that sent the phishing email, the hash values for 
AVUpdate.exe and wombat.exe, as well as the IP addresses for the counterfeit web AVUpdate.exe and wombat.exe, as well as the IP addresses for the counterfeit web 
site, the probable C2 for AVUpdate, and the destination of the DNS requests.site, the probable C2 for AVUpdate, and the destination of the DNS requests.

How do we detect this in the future?How do we detect this in the future?
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Threat Intelligence ExampleThreat Intelligence Example
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The Pyramid Of PainThe Pyramid Of Pain



  

Threat Intelligence ExampleThreat Intelligence Example
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Potential Data SourcesPotential Data Sources

● DNS metadata from ZeekDNS metadata from Zeek
● DNS queries in endpoint telemetryDNS queries in endpoint telemetry
● Logs from internal DNS serverLogs from internal DNS server
● Custom Suricata IDS signatureCustom Suricata IDS signature
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Sigma Detection RuleSigma Detection Rule
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Threat Intelligence Example 2Threat Intelligence Example 2

(Adapted from https://cloud.google.com/blog/topics/threat-intelligence/triton-actor-(Adapted from https://cloud.google.com/blog/topics/threat-intelligence/triton-actor-
ttp-profile-custom-attack-tools-detections/)ttp-profile-custom-attack-tools-detections/)

A recent threat bulletin outlines the behavior of a group using Scheduled Task XML A recent threat bulletin outlines the behavior of a group using Scheduled Task XML 
Triggers as a persistence mechanism. A compromised Windows server would have a new Triggers as a persistence mechanism. A compromised Windows server would have a new 
daily task installed via schtasks.exe, pointing to an unsigned executable named daily task installed via schtasks.exe, pointing to an unsigned executable named 
napupdatedb.exe. This executable would open a PLINK backdoor for remote SSH napupdatedb.exe. This executable would open a PLINK backdoor for remote SSH 
connections. connections. 

How do we detect this in the future?How do we detect this in the future?



  

Threat Intelligence Example 2Threat Intelligence Example 2

(Adapted from https://cloud.google.com/blog/topics/threat-intelligence/triton-actor-(Adapted from https://cloud.google.com/blog/topics/threat-intelligence/triton-actor-
ttp-profile-custom-attack-tools-detections/)ttp-profile-custom-attack-tools-detections/)

A recent threat bulletin outlines the behavior of a group using A recent threat bulletin outlines the behavior of a group using Scheduled Task XMLScheduled Task XML  
Triggers as a persistence mechanism. A compromised Triggers as a persistence mechanism. A compromised Windows serverWindows server would have a new  would have a new 
daily task installed via daily task installed via schtasks.exeschtasks.exe, pointing to an unsigned executable named , pointing to an unsigned executable named 
napupdatedb.exenapupdatedb.exe. This executable would open a . This executable would open a PLINKPLINK backdoor for  backdoor for remote SSH remote SSH 
connectionsconnections. . 

How do we detect this in the future?How do we detect this in the future?
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ConclusionConclusion



  

Questions?Questions?

@infosecgoon@infosecgoon

infosecgoon@roadflares.orginfosecgoon@roadflares.org

https://www.github.com/infosecgoonhttps://www.github.com/infosecgoon
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