
SECURITY HOME LAB
Beginner’s Guide to Starting a



YOUR LAB ASSISTANT

Software engineer
Penetration tester
Red team operator
Product security engineer
Home lab enthusiast
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LEARNING OBJECTIVES

Introduction Goals Architecture

Core Build Exercises Isolation



LEARNING OBJECTIVES

Scaling & Automation Resources & Lab Tour



INTRODUCTION

Home lab vs. Cyber range
Why home labs matter
Real-world use cases



DEFINE YOUR GOALS

What’s your focus?
Create targeted goals



LAB ARCHITECTURE

Hardware sourcing
Virtualization
Network design



HARDWARE SOURCING



HARDWARE REQUIREMENTS

Noise Power Size



VIRTUALIZATION

Bare metal Bare metal
hypervisor

Hosted
hypervisor



NETWORK DESIGN

Segmentation
VLANs
Isolation



CORE LAB BUILD

Choose your own adventure
Today’s adventure

Proxmox
Portainer



VM SETUP

Attacker Victim Monitoring
Host



VM SETUP TIPS

Snapshots Templates Cloud images



PROXMOX

Open source
Enterprise virtualization
Support for

VMs and containers
Software defined networking
Clustering







PORTAINER

Community edition
Container management
Easy-to-use UI
Support for

Docker
Docker swarm
Kubernetes
Podman
Azure ACI





services:
    kavita:
        image: jvmilazz0/kavita:latest
        container_name: kavita
        volumes:
            - /your/path/to/manga:/manga
            - /your/path/to/comics:/comics
            - /your/path/to/books:/books
            - /your/path/to/saved/config:/kavita/config
        environment:
            - TZ=Your/Timezone
        ports:
            - "5000:5000"
        restart: unless-stopped





EXERCISES

Exploitation
Reverse Engineering
Detection



GAME OF ACTIVE DIRECTORY

GOAD
Five different labs
MINI lab →

2 VMs
1 Forest
1 Domain
1 Workstation



EXPLOITATION

Stage your
systems

Run exploit Escalate
privileges



ISO UPLOAD



VICTIM VM CREATION



SUCCESSFUL OS INSTALL



VICTIM PREPARATION



ATTACKER PREPARATION



EXPLOITATION



REVERSE ENGINEERING

Obtain a
sample

Disassemble Analyze



OBTAIN SAMPLE



DISASSEMBLY



ANALYSIS



DETECTION

Stage your
victim

Exploit from
attack host

Review
monitoring

host



AGENT SETUP



GENERATE SOME EVENTS



REVIEW EVENTS



MORE EXERCISE IDEAS

Local LLM
Single Sign-On
VPN
Certificate management
Kubernetes



ISOLATION

Physical separation
Firewalls
Snapshots
Software defined
networks



SCALING & AUTOMATION

PROVISIONING





SCALING & AUTOMATION

CONFIGURATION MANAGEMENT





RESOURCES



LAB TOUR

GOAD
Virtual network

pfSense
Kali
Cuckoo Sandbox

Windows dev box









































THANK YOU
Hope you learned something new today 

https://gist.github.com/jimkeeler/dcdd198bed796263dbe571c6af49fa1f


