‘=% Beginner's Guide to Starting a

SECURITY HOME LAB




# YOUR LAB ASSISTANT =

o Software engineer

e Penetration tester

 Red team operator

e Product security engineer
 Home lab enthusiast
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#. LEARNING OBJECTIVES <=

Introduction Architecture
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Core Build Exercises Isolation
N EX B




#. LEARNING OBJECTIVES <=

Scaling & Automation Resources & Lab Tour
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INTRODUCTION

 Home lab vs. Cyber range
 Why home labs matter
e Real-world use cases




«= DEFINE YOUR GOALS =

e What's your focus?
e Create targeted goals




%= LAB ARCHITECTURE =

 Hardware sourcing
e Virtualization
e Network design




<= HARDWARE SOURCING =
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<. HARDWARE REQUIREMENTS




& VIRTUALIZATION

Bare metal Hosted
hypervisor hypervisor

A0 VIMWare
X( M

PROXMOX

Bare metal




i NETWORK DESIGN &

e Segmentation
e VLANS
e |solation




i CORE LAB BVILD &

o Choose your ownh adventure

e Today’'s adventure
o Proxmox
o Portainer




VM SETUP

Monitoring
Host

LA

Windows”*?




i VM SETUP TIPS &

Shapshots Templates Cloud images




= PROKMOK =

 Open source

e Enterprise virtualization

o Support for
> VMs and containers
o Software defined networking
o Clustering
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< PORTAINER =

o Community edition
e Container management

» Easy-to-use Ul
e Support for

o Docker
o Docker swarm
o Kuberhetes
o Podman
o Azure AC




© Upgrade to Businets [diton

§ Portainerio
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services:
kavita:
image: jvmilazz@O/kavita:latest
container_name: kavita
volumes:
- /your/path/to/manga:/manga
- /your/path/to/comics:/comics
- /your/path/to/books:/books
- /your/path/to/saved/config:/kavita/config
environment:
- TZ=Your/Timezone
ports:
- "5000:5000"
restart: unless-stopped
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©. ENERGCISES =

e Exploitation
e Reverse Engineering
e Detection
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EXPLOITATION

Stage your Run exploit Escalate
systems privileges




ISO UPLOAD
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VICTIM VM CREATION
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VICTIM PREPARATION
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ATTACKER PREPARATION
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DETECTION

Stage your Exploit from Review
victim attack host monitoring
host




B} opve - Progmox Virtual Lo = 4+

L c O Mol secure bk (192168 122 1408006 120 =cpemuBe 10 4 =c onbentiso: & | B Guest(y )3

anuxmx‘-’m Environment 3.0 sezrt & Tocumernatbon

Safver View ] wirtual kachine 101 fwal0) on nods pee’ Mo Tags #* FE] 3 Stuilduw i Cinsushe Wi B Huelp

B Dalacenter

& i = Sy Haour (avarane|

L 100 fwazuh) » Lonsole

S 101 (winii I lMardware
=22 localnetwark [pee)

wanil (Upume: 00:34.50) CPU usage & CRL s
il Clonst-Inn -

= b ozl e i Stams TLINTIG

£ [, lacal-lvm (pve) O Cotons % 115 State none
=] Task Hisiony B B e

Mol
il W CPU usage 3.53% of 4 CPU(s)

[ Backup B8 Mmooy wssge - A5.0959% (1,84 GiR ol 4.00 GR)

13 Replication O Baoldisk size 128.00 G&@ A
E‘\{;I —

|II o
0 Srapshols f Ihl.llh‘l‘l'-l .-"';r

= ins et el b Follcl BTel 11604 10
U tirewall 182 164122 64 a

o' PeTriasions More A0Zp-0i-124 2020812 20E5-03-1LE £k : £dn-0i-12 A2 -0-12 AZ-E-12 2025
1a26an RENS LN Lol i LR R 16: 100 16200 LH3

Semony LISAGE @ Tiolal | @ RAM s Mensark maffic B nelim @ nelnul
4 (30 9

4.5 B
T
fi b

]

2.5.Gl
11 5 M

g 2
@

1.5 Gi

4
3~
1Gn 2 M 4

512 Mi 1K

1] T T T T 0 T T
20EAIE-1E  ENEG-0-12 £U20-0B-12 A02--12 I2n-tA-12 20E-09-LF 20Eu-08-1E EEn-0 1 2025-08-12  202b-UE-12 Aidn-r-12 ZE0-08-12 Z0E0-0B-12 S20-0B-12 20E-03-1E 20
L 2o 1535000 15 A5 BREREL ] 160050 LELbs L2 mcli 1635 1h2Em 1300 1400 =3 L (M L 15t L2l 1503

B custeriog

Starm Time |

Sep 12 160032
Sep 12 16:00:24
Sep 12 Ihi2h
Sep 12 155300
Sep 12 155307

End Time

Sep 12 16.00:3R
Sep 12 16:00:26
Sep 12 1hi2s
Sep 12 155420
Sep 12 15:53:00

LIs&f name
rosnd g
rocifTpam
rogsEpam
s g earn

rootfpam

Descaipticn
W 101 - San
WM 101 - Siop
Copy data

VMICT 101 - Cowizanle

WM 101 - Star




CENERATE SOME EVENTS

1 T Tkt

Lasi 15 minules

timestamp por 20 seconds

SDUrce

1hpuT .t 4 12 G2 168,122 6B agoest e minTf  agent . id

. . L i 10650 PAA e £ul T B R LT T |.|.:|r-||::-' 11 =ik e, wain . pventdata, paramd
@ cF A8 RDde o L

kG win ., vert L i!ilr-|1l-l : Bar LI oung T 1

T 2 LR T o %La et war. s
Threat intelligence o i
Sauraaene viae Cantral

i i ggant.name: wazuh agent.id; OB
Security operations ! ¥ ]

20y | gata.sea.file: cis. ubuntula-g: ! ot cis udunt

descristion: fhis document provides prescriptive guidan
Cloud sacurily irg 3 sa sre for Ubuntd Linux 24.B4 L% based on 1S ben

far Ubuntu Linux 24

Agents management



BYITTTT '._!'_._||||' b a1 jE@r [T Eest F
g command completed successtull
+

rshOmner>net local T — PR ST A I L | \ g ¢
0 0 Dot seciers I|'I||-- Ay .'.-!'..'II'.a'.'I..I'-.I..|||F:l|.-a.-' homelf oeermee?_ag=(lilters U S state’: (vone glok: State] meta: [ak e n osabled 2 mde Swearuby aleres- =) FERIFIAL T AT, it

Overdiew
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<= MORE EXERCISE IDEAS =

e Local LLM

e Single Sigh-On

e VPN

e Certificate management
o Kuberhetes




ISOLATION

» Physical separation

e Firewalls

e Shapshots

e Software defined
hetworks
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terraform {
required_providers {
proxmox = |
source = “telmate/proxmox”
version = "3.0.1-rcl1” # adjust to latest stable

}
}
}

provider "proxmox” {
pm_api_url = "https://your-proxmox.example.com:88@6/api2/json”
pm_api_token_id = "terraform@pve!mytoken” # token ID
pm_api_token_secret = "your-secret-token” # token secret
pm_tls_insecure = true # set to false if using valid TLS

}

Tesource "proxmox_vm_gemu” “demo_vm" { disk {

"terraform-demo” id
"pve-nodel®™ # adjust to your node size
"ubuntu-22-template™ # template VM name in Proxmox type
"terraform-pool” storage

storage_type
2 }

1
P48 network {

name
target_node
clone

pool

cCOres
sockets

memory
scsihw

bootdisk

"virtio-scsi-pci” b - .
"ccsif” model virtio
bridge = "vmbre”
}

(LI T I | I |

# Cloud-init configuration
ipconfige = "ip=dhcp”
ciuser = "ubuntu”
sshkeys = <<EOF

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQC. ..
EOF

}
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- name: Baslc Linux Server Setup
hosts: all
become: true

VaIs:
new_user: devops
ssh_pub_key: "ssh-rsa AAAABINzaClyc2EAAAADAQABAAABAQC..." #& replace with your key

tasks:
- name: Ensure system packages are up to date
| apt:
update_cache: yes
upgrade: dist
- name: Add authorized S55H key for new user
- name: Install basic utilities authorized_key:
apt: user: "{{ new_user }}"

name: | key: "{{ ssh_pub_key }}”
- vim
- curl - name: Ensure UFW firewall is installed
- git apt:
- htop name: ufw

state: present state: present

- name: Create a new user - name: Configure UFW to allow SSH

user: s
name: "{{ new_user }}" - R
shell: /bin/bash has a0
groups: sudo Fﬂ'ft-‘22
create_home: yes | proto: tcp

name: Enable UFW

ufw:
state: enabled

policy: deny



Chrlstlan Lempa o NetworkChuck °

@chrlstlanlempa ::H SCrDers JICIEOS @NEtWﬂrkChUCk —'E' I ':'a..:: SCr
NetworkChuck! ...more

and 4 more links

Techno T|m ° Raid 0w| o

@TechnoTim - 302K subscribers - 295 videos @RaidOwl
| make videos that help people do awesome things with techi Hi there, 1

and 5 more links and 2 more links




LAB TOUR

« GOAD
e Virtual network

o pfSense

o Kali

o Cuckoo Sandbox
e Windows dev box
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Dashboard Contacts Journal Sattings Liogout

=% Events in the next 3 months 347 125
Contacts Activities

JAN 2018

JAN 08 Lowell ) Wish happy birthday to Novella
Favorite notes

Concepcion % Wish happy birthday 1o Nico

Clais ¥ Wish happy birthday 1o Clair B Jan o8 2018 « Eula S
Edwin Wish happy birthday to Edwin | Alice with ong eye; but 1o open her mouth; but she had forgotten the
Iitle passage: and THEN--she found hersell in a VERY good
opportunity for showing off a little timidly, ‘why you are very dulll' "You
Angeling Wish happy birthday to Angeline ought 1o ba a great mtarest in questions of sating and dnnking. “Thay
lived on treacle,' said the Dormouse, not choosing to notice this last.

Eula § asijlaskjifajl

Jennkg Wish happy birthday to Travis

Tyler D Wish happy birthday to Tyler

M Jan 35 F01R » EH'I':E'

| Hatter: and in despair she put her hand in hand, in couples: they were
Eimore Wish happy Derthday to Jean " all In bed!* On various pretexts they all looked so grave that she was
Elmore Wish happy birthday (o Jeramie avar 1o get into the garden at once; but, alas 1or poor Alce! when she
want slowly after it: 'l never thought about it," said Alice to hersel,
"Why, they're only a mouse that had fallen into a conversation. "You
Ecwan Wish happy birthcay to Cislo don't know what a delightful,

Jamil % Wish happy birthday to Carmelo

Dora Wish happy berithday to Dora

Sydnig T Wish happy birthday to Sydnie

Mels H Wish happy birthday 10 Nels an 05, 2018 « Eula S
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