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Introduction Jonthan Borgesen
Technical Director of Security

15 years of experience in the cybersecurity 

industry. Throughout his career, he has built and 

led security practices for multiple organizations.

He emphasizes business impact, cross-architecture 

solutions, and strategic alignment over simply 

focusing on technology. This mindset has earned 

him a reputation as a trusted advisor and thought 

leader among his clients and peers.



Historical Challenges



Challenges Around Traditional Network Segmentation

Complexity

Increased Management Overhead

Application Compatibility 

Increased Latency

Complexity of Acess Control

Lack of Visibilty 



IT Silos Continue to Impact 
Progress  • Lack of understanding

• Manifests Complexity

• Delays in strategy and 
deployment

• Lack of 
Documentation

• Standards and 
Procedures are 
unclear or not created



The Risk of Doing Nothing

100%

Of IT professional 
believe end to end 

network 
segmentation is 

essential

77%

Do not have end to 
end Network 

Segmentation for 
security

22%

Of organizations 
that have not 

deployed did not 
think it was possible

67%

Who have not 
deployed network 
segmentation do 

not have the 
resources or 

consider it too 
complex



Modern 
Segmentation 
Strategies



The Need, Why Now?



Microsegementation vs Zero Trust

Aspect Microsegmentation Zero Trust

Focus Isolating network segments Verifying every user and 
device

Implementation Granular policies for traffic 
control

Continuous verification of all 
entities

Scope Network - centric Holistic, including users, 
devices, etc..

Goal Minimize lateral movement Never trust, always verify

Think of microsegmentation as a helpful tool that is part of the bigger Zero Trust security approach. 
Here's how they compare:

Microsegmentation works well with Zero Trust by focusing on network security, while Zero Trust covers a bigger 
overall security plan.



Network Segmentation vs Micro Segmentation

Network 
Segmentation

Coarse policy controls

Physical network

North – South traffic 
communication

Address based/network level

Hardware Based

(policies enforced on VLANs 
subnets)

Micro 
Segmentation

Granular policy controls

(Enforce policy up to Layer 7)

Virtual or overlay network 
via SDNs

East - West traffic 
communication

Identity based/workload 
level

Software Based

(Policies enforced on virtual 
machines)



Tackle segmentation as a program and not a project

Identify Risk

• Gain Visibility

• Create Policy

• Prioritize Change

Design Segmentation

• Choose a Methodology

• Define Acess Control

Discovering Critical 
Applications

• Dependencies

• Mapping

Unmanaged Devices (IOT)

• Gain Visibility 

• Control point

• Only necessary access

Operate & Optimize

• Monitor the Network

• Iterate on Process



Benefits Gained Through Micro Segmentation

Simplify Compliance

Map and isolate compliance 
related applications and 

systems. Granular 
visualization will help you 
understand how best to 

reduce the risk of breaches 
quickly

Protect Essential Systems

Separate critical applications 
such as money transfers, 
payments, and customer 

applications from the 
general IT infrastructure.

Stop Lateral Movement

Isolate IoT and third-party 
access.  Manage access 

routes and terminate access 
at the target applications. 

Preventing further 
movement within the data 

center.

Adopt Tech Securely

Use a single pane of glass 
for visibility and setting 
security policy across all 

infrastructure (Cloud, PaaS, 
etc.). Be sure you enforce 

security via a unified set of 
tools.



Reduction Of the “Blast Radius”



According to Forrester's latest analysis, in 2024, the top 35 
global breaches alone exposed more than 5.4 billion 
records, and privacy violations related to this sensitive 
data cost organizations US$3.1 billion in fines.

https://www.akamai.com/lp/report/worlds-biggest-data-breaches


Key concepts of reducing the blast radius

• Avoid Risk
• Reduce Risk
• Risk Transfer
• Risk Confirmation
• Risk Containment
• Risk environment 

reevaluation

Controlling Risk



Ket Benefits of Micro-Segmentation Reducing The Blast Radius

Breach containment

Implementing micro-segmentation prevents the lateral movement of attackers when they 
inevitably gain initial access. Each workload operates in its own secure enclave with 
granular control, dramatically limiting the blast radius of any compromise.

Third-party risk mitigation

By segmenting third-party access and implementing least-privilege principles, organizations 
can continue to work with vendors like Snowflake or Fortinet while minimizing exposure if 
those relationships are compromised.

API protection

Application-aware policies ensure that API communications follow predefined security 
rules, preventing the kind of unrestricted access that led to the Twilio and Dell breaches.

Compliance support

The ability to demonstrate granular data protection controls becomes essential to help 
meet compliance and regulatory requirements.



Strengthen with Defense in Depth

“CISA releases ‘Journey to Zero Trust’ series, guides 
federal agencies on micro-segmentation to boost 
adoption”



The Need is now



Thank you!
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